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Abstract
Today, the wireless network devices are growing rapidly, and it is of utmost importance for
securing those devices. Attackers or hackers use new methods and techniques to trick the system
and steal the most important data. Intrusion Detection System detects the attacks by inspecting
the network traffics or logs. The work demonstrated the effectiveness of detecting the attacks
using machine learning techniques on the AWID dataset, which is produced from real wireless
network logging. The author of the AWID dataset may have used several supervised learning
models to successfully detect the intrusions. In this paper, we propose a newer approach for
intrusion detection model based on dense neural networks, and long short-term memory
networks (LSTM) and evaluate the model against the AWID-CLS-R subset. To get the best
results from the model, we applied feature selection by replacing the unknown data with the
value of “none”, getting rid of all repeated values, and kept only the important features. We did
preprocess and feature scaling of both training and testing dataset, additional we also change the
2-dimensional to the 3- dimensional array because LSTM takes an input of 3-dimensional array,
and later we used flatten layers to change into a 2-dimensional array for output. A comprehensive
evaluation of DNN and LSTM networks are used to classify and predict the attacks and
compute the precision, recall, and F1 score. We perform binary classification and multiclass
classification on the dataset using neural networks and achieve accuracy ranging from 86.70 %
to 96.01%.
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Chapter 1: Introduction
Wireless communication is ubiquitous and gaining its popularity because wireless devices are
portable and efficient compared to wired devices. It supports better inter-connectivity of things,
which results in the enhancement of the work environment and living standard of people
worldwide. IEEE 802.11 market demands are rising and new technology has driven the
innovation in the standard. The IEEE 802 .11 is the de-facto standard for connecting the wireless
device from short to the medium-range [12]. A wired network technology required a device to be
physically connected to the network and access the resource. A wireless device can access the
resources if it is within the range of the wireless access point. Since it is widely used for highspeed local area connectivity, vulnerability and exploitation of attack can be observed in the
wireless protocols. There are few examples of attacks in the Wi-Fii protocols, [13] demonstrated
an attack on Wired Equivalent Privacy (WEP) protocol, to recover a WEP key, [14] uses
Reaver, open-source wireless exploitation tools to crack the WPA or WPA2 password. With the
growing numbers of attacks in wireless networks, we need an Intrusion detection system (IDS) to
detect known and unknown attacks. Signature-based detection is very popular in the Intrusion
detection system, but if an adversary comes up with unknown attacks, it cannot be detected by
Signature-based IDS [15]. The malicious attacks are changing continually and required a solution
to detect and classify the attacks. We believe using a deep learning approach to the existing IDS
models, will improve detecting Wi-Fi attacks in large networks. We have used the publicly
available dataset AWID [31] for wireless intrusion detection to evaluate our proposed approach,
by selecting the relevant features and applying deep learning algorithms on binary and multiclass classification and achieved an accuracy ranging from 86.70 % to 96.01%. [29]
Classification is a predictive modeling problem, it predicts a class label when the input data is
provided. Classification learns from the training of input and correct output. Binary
Classification is those classification tasks that have two class labels such as ‘normal’ or ‘not
normal’, ‘spam’ or ‘ham’. Whereas multi-class classification is the classification task, and have
more than two class labels. Feature selection is the process of selecting the most relevant features
either include and exclude features without changing them [30].
Machine Learning uses the information or a massive amount of data and turns into
knowledge, can be used to predict future outcomes by using complex patterns and knowledge
about a problem [3]. [2] Researchers have always been interested in using Machine Learning in
the field of wireless intrusion detection. ML-based wireless IDS have capable of recognizing
new attacks that were never been detected by IDS such as (zero-day) attacks automatically by
utilizing some classification or clustering technique. Since they do not need to pre-compiled
signatures of attack manually, which will save time and effort [2].
The target audience is aspiring students or scholars, who are studying data science or want to
broaden their knowledge on deep neural networks. This paper might help entry-level data
scientists on how to use regularization, which cross-entropy to use and a few more. In this paper,
we will evaluate the deep neural network and long short-term neural network on the Aegean WiFi Intrusion Dataset (AWID). The author [6] construct the dataset containing traffic extracted
from real-world wireless network traffic. The author has evaluated the dataset using the
traditional machine learning approach. We proposed a DNN and LSTM recurrent neural
network to perform intrusion detection in the AWID dataset. First, we replaced the unknown
1
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value to zero and removed all the null columns and rows, then we created 76 features from 156
features. Then, we deleted the repeated values from 76 features to prepare another feature set of
13. We will convert the AWID dataset to binary classification and compare the results between
them using evaluation metrics. Our approach resulted in an accuracy of ranging from 86.70 % to
96.01% in detecting and classifying the attacks.

Main Contribution
This research project contributes a novel prototype implementation of dense neural network and
LSTM Recurrent neural network, optimized for identifying and classifying the 802.11 network
threats. We will use public intrusion detection dataset AWID, and use our state-of-the-art
algorithm for performance benchmarking.
The main contributions are of this master’s report are:
Contribution 1:We use feature selection to select the most important features from the dataset
and feature scaling to normally distribute each feature.
We need to remove all the null data, convert all the columns to numeric as machine learning
techniques only work with numeric data, and use feature selection on AWID datasets. Feature
selection plays a huge role in selecting the most important features from the dataset because
there are many redundant and null data in the dataset which make our neural network models
biased towards it. Feature scaling will transform the data and its distribution will be centered
around 0 and a standard deviation of 1.
Contribution 2:We convert the multi-class to binary classification to observe the effectiveness of
our models
AWID-CLS-R dataset that we chose for our model has 4 different classes of attack including
normal traffic. Since the dataset has four different classes, it is a multi-class classification task.
We need to convert four different classes of attack into two classes i.e. normal and attack for
binary classification. For multi-class classification, after the feature selection process, we have
three classes are impersonation, injection, and normal attack. We will apply neural networks to
obtain the results of both classifications and compare the results.
Contribution 3: We design and implement of supervised learning algorithms and neural
networks for intrusion detection in the wireless domain.
We will use supervised machine learning such as decision tree and random forest on the dataset.
Supervised learning is trained with labeled data to predict intrusion detection. Dense neural
networks try to mimic the human brain by adding stacks of hidden layers to solve the problems,
whereas long short-term memory (LSTM) uses memory block, which is capable of remembering
across long sequences.
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Contribution 4: We compare the results of our model and present it using evaluation metrics
After we obtain results from state-of-the-art neural network models, we will compare using the
accuracy, precision, recall, and f1-score
The code and results are available [4] for further research. The remainder of the paper is
organized as follows: Backgrounds including IDS types and methods, a brief explanation of the
traditional machine learning algorithm and neural networks, and existing works are described in
chapter 2. In Chapter 3, we discuss the on AWID, a publicly available intrusion detection
dataset, various tools used in building the different models, and discussed the proposed approach.
Chapter 4 discusses the experimental results such as precision, recall, accuracy, and f1-score and
about the performance metrics were used. We conclude the report with the future work in
Chapter 5.

Chapter2: Background
2.1 Intrusion detection system (IDS) types and methods
An Intrusion Detection System (IDS) is a system that monitors the network traffic and logs
the alerts for further analysis. There are two types of IDS: Network-based intrusion detection
system( NIDS) and Host-based Intrusion detection system ( HIDS). NIDS are placed within the
network and inspect traffic flowing from all the devices on the network. HIDS are agents
installed in a device or workstation, that takes a snapshot of existing files and matches it with the
previous snapshot. If it finds any irregularity, an alert will be captured and send it to the
administrator [15]. There are two detection methods of IDS: Signature-Based and AnomalyBased Method. Signature-Based IDS refer a database of rules and signature pattern of a previous
attack or known system vulnerabilities. If an adversary tries to use a previously known attack,
this method can help identify and prevent the intrusion. The cons of signature-based IDS are
databases of signature that need to be updated and maintain and it does not detect the novel
attacks such as zero-day attack [18]. Anomaly-Based IDS is used to detect the abnormal behavior
of the user against normal system activity. The cons are it produced a higher rate of a false alarm,
even benign traffic may be classified as malicious [15]. Variant types of IDSs introduced in [3367] that uses recent machine learning approaches to classify, detect, and protect against attacks in
different domains such as cloud computing and SCADA systems. We will adjust some of these
approaches to work in the WiFi security domain. In the experiment, we have used a few
traditional machine learning algorithms trying to predict the accuracy of the test dataset.

2.2 Traditional Machine Learning Algorithm
2.2.1 Decision Tree
A decision tree is a supervised learning technique for solving classification and regression
problems. In supervised learning, we train or fit the model using labeled data and try to predict
the correct outcomes. Decision trees actually try to copy the human thinking power that makes
3
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the algorithm easy to understand and make good interpretations [19]. The decision tree creates a
training model that can predict the class by learning decision rules. Some advantages of using
Decision-Tree are that it is easy to interpret and visualize, used in data exploration, perform
feature selection, requires little efforts for preparing data, required less data cleaning, and few
more. There is some challenge in the implementation of the decision tree, we need to identify the
best attributes as a root node, and each level [19].

2.2.2 Random Forest
Random forest is a supervised learning algorithm, which can be used as a classification and
regression problem. It is very flexible and easy to use an algorithm. It creates multiple decision
trees and selects the data sample randomly from the training set and obtains the prediction from
individual decision trees and get the most votes. It works in four steps: select the random sample
from a train set, construct a decision tree for each sample and get the prediction result, perform a
vote for each predicted result and lastly, it selects the result with the most votes as the final
prediction. There are several advantages of random forest algorithms but few are: it is more
robust and highly accurately based on the number of decision trees, it does not suffer fro overfitting, it can handle missing values, etc [20].

2.3 Neural Networks
The proper name for a neural network is an ‘artificial neural network (ANN). The neural
network is a machine learning model inspired by the biological neurons found in our human
brain. It is versatile, powerful, and scalable, which makes it is ideal to deal with large and
complex machine learning tasks, make better decisions and predictions [21]. It is used for
recognizing hidden or complex patterns in data by clustering and classifying it. Neural networks
have been used for many tasks such as computer vision, video games, medical diagnosis,
prediction of stock prices, and much more [22]. We are going to discuss the distinct kinds of
deep neural networks, and that we applied in this project.
According to Dr. Robert Hecht-Nielsen, the neural network is defined as “... a computer
system made up of a number of simple, highly interconnected processing elements, which
process information by their dynamic state response to external inputs” [28].

2.3.1 Deep neural network
The perceptron was invented in 1957 by Frank Rosenblatt and simple artificial neural network
(ANN) architecture. It is based on a different ANN called a threshold logic unit(TLU). TLU is an
artificial neuron which computes a weights sum of it inputs ( z= x1w1 +… + xawa = xYw) then
applies a step function to the sum and output the result: hw(x) = step function z, where z= xYw
[21].

4
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Figure 1: Threshold Logic Units

Figure 2: Dense Neural Network
The perceptron is formed by a single layer of TLU, each TLU is connected to all input. When all
the neuron are connected to every neuron in the previous layer are known as a fully-connected
neural network. In a deep neural network, it has one input layer, a deep stack of the hidden layer
( multiple layers of TLUs), and one output layer.

2.3.2 Long short-term memory (LSTM)
Long Short Term Memory is a kind of Recurrent Neural Network (RNN) and created to solve
short-term memory. It is designed to mitigate the vanishing and exploding gradient problem
because they remember information for long periods. LSTM replaces the hidden unit to LSTM
5
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cell and adds another connection from every cell called cell states. Even the LSTM has a lot
more parameter, it is easier to train. It maintains a cell states vector and each time step the next
LSTM can choose to read from it, write to it or reset the cell using gating mechanism. Analog
gates are differentiable than digital and suitable for back-propagation [23]. Backprogration in the
feed-forward network moves backward from the final error through the output, weight, and
inputs of each hidden layer. Those gates are analog, implemented with multiplication by sigmoid
(range of 0-1). There are three types of gates in LSTM cell: forget, input, and outputs to regulate
the flow of information.

Figure 3: Inner Working of LSTM

An LSTM processes information as it
propagates forward. The operation within the LSTM’s cell makes it different from RNN. The
concept of LSTM is the cell state and the various gates. The cell state act as a highway to transfer
the information down the chain of sequence. The information gets added or removed to the cell
state through different gates as the cell propagates forward. The first gate is to forget or
remember, these gates are responsible for keeping or forgetting the information. The information
from previous hidden state and current input is squished through sigmoid activation, which
output values between 0 and 1. If the output value is closer to 0 means to forget, and if the value
is closer to 1 means to keep the information [24].
The equation for Forget gate is: ft = σ(x.wf + bf) ; where “σ” is sigmoid function
We have an input gate to update the cell state. At first, we pass the previous hidden state and
current input insert into the sigmoid function. We get a value between 0 and 1, 1 means
important and 0 means not important. Again, the same information of previous hidden state and
current input pass into the hyperbolic tangent (tanh) activation function, which output the values
between -1 and 1, the tanh activation is used to help regulate the network. We multiply the tanh
output and sigmoid output to get the input vector [24].
The equation for update gate: u = σ (x.wu + bu)
The equation for result gate: r = σ (x.wr + br)
6
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The equation for Input gate: xi = tanh (x.wc + bc)
Then, we will have enough information to calculate the cell state. The previous cell state gets
multiplied by the forget vector, and we take the output from the input gate and do the addition to
get a new cell state value [24].
The equations for new cell state: Ct = f * Ct-1 + u * xi
Lastly, we have an output gate to decide the next hidden state, which is used for predictions. We
pass the previous hidden state and current input into the sigmoid function. Then, we pass the
newly created cell state into the tanh function. We multiply the output of the tanh and output of
sigmoid to decide the hidden state information. Both the new cell state and hidden state is taken
for the next time step [24].
The equations for new hidden state: Ht = r * tanh(Ct)
For the last output layer in LSTM, the equation to calculate output:
Yt = softmax(Ht * w + b)

2.4 Existing work
This chapter presents several accomplishments in the realm of intrusion detection. We only
discuss the work that has used AWID dataset for performance benchmarking, and also discuss
works that utilize deep learning and classical machine learning approaches on the AWID dataset.
V. L. L. Thing [7] has used the AWID-CLS-R dataset which has 4 classes (3 attack types and one
normal traffic). Since the attack types of (impersonation, flooding, injection ) are considered a
multi-class problem. In their experiment, they utilized a Stacked Auto-encoder (SAE) and
achieved an accuracy of 98.67 % in classifying the attacks. Kolias et al. [6] proposed several
classical machine learning algorithms using the AWID-CLS-R subset to validate it. They used
several traditional machine learning algorithms such as AdaBoost, Hyperpipes, J48, Naive
Bayes, OneR, Random Forest, Random Tree, and ZeroR on 156 features and achieved an
accuracy ranging from 89.43 % to 96. 20%. Muhamad Erza et al [16] proposed approach on the
AWID, they combined weighted based feature selection with the Artificial Neural neural (ANN)
classifier to improve the detection rate of impersonation attacks. The experiment achieves 99.72
% of the F1 score, not only that it also improved the performance of the light machine-learning.

7
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Chapter 3: Implementation of the Model
3.1 Tools
3.1.1 Jupyter Notebook
The Jupyter Notebook, an open-source web application. It is useful to create and share the code.
Mostly it is useful for data cleaning, statistical modeling, machine learning, etc. It supports many
programming languages including Python, R, and others [5]. The code produces rich, interactive
output such as HTML, images, and a few more. It takes advantage of big data, such as Apache
Spark, Python. We can use pandas, scikit-learn, ggplot2, and TensorFlow to explore the data.
Notebooks can be shared with others using email, Dropbox, and others [5].

3.1.2 Keras
Keras is TensorFlow’s high-level API(Application Programming Interfaces) for building and
training deep learning models. It is used for prototyping, state-of-the-art-research, and
production. It is a simple and consistent interface for common use cases. If there are user errors,
Keras would provide clear and actionable feedback. It is easy to write custom building blocks to
express new ideas for research. We can create new layers, metrics, loss functions, and develop
the model [8].

3.1.3 Sklearn
Sklearn is an easy to use and efficient tool for predictive analysis of data It is an open-source
and commercial usable – BSD license. We can access it easily and reuse it in different contexts.
It is built on NumPy, SciPy, and matplot library. It has a variety of machine learning libraries to
solve various ML problems such as classification, regression, and so on [9].

3.1.4 Pandas
Pandas is an open-source, and BSD-licensed library. The pros of using pandas are it has high
performance, data structures are easy to use, and for data analysis, It is built on top of the Python
programming language [10].

3.1.5 Numpy
Numpy is the library for scientific computing with Python. It is a powerful N-dimensional
array object. The tools for integrating C/C++ and Fortran code. It is useful for linear algebra,
Fourier transform, and random number capabilities. Numpy can integrate with different kinds of
databases, by using a multi-dimensional container of regular data[11].

3.2 Datasets
[6] AWID dataset was created using real-world network traffic by capturing the data using
SOHO infrastructure and aims to provide a trustworthy benchmark for wireless intrusion
detection. The network includes different nodes such as smartphones to laptops and desktops
PCs. The experts used various wireless penetration toolkits such as Metasploit framework,
8
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Aircrack suite, and MDK3 tool on a network, and a separate machine was used to monitor and
capture the live network traffic. After done with capturing the network traffic, they transformed
the generated binary files into CSV files.
The AWID dataset is comprised of 2 equal sets: AWID-CLS and AWID_ATK. AWID-CLS is a
method-centric classification and has 4 classes and AWID-ATK is a more detailed attack-centric
classification and has 16 classes. AWID-ATK has records labeled as Normal, Fragmentation,
ARP Injection, Deauthentication, Amok, Authorisation Request, Beacon, Probe Response, Evil
Twin, Cafe Latte, ChopChop, CTS, RTS, Disassociation, Power Saving, Probe Request or finally
Hirte. And, the AWID-CLS labeled as Normal, Flooding, Injection, and Impersonation classes.
The two sets have extended version subset of AWID-ATK-F and AWID-CLS-F and two reduced
one of AWID-ATK-R and AWID-CLS-R. The reduced one was produced using the same
capturing method for a shorter period of time. Both subsets have two versions: testing (AWIDATK-F-Trn, AWID-CLS-F-Trn, AWID-ATK-R-Trn, AWID-CLS-R-Trn) for training or building
models and a testing one (AWID-ATK-F-Tst, AWID-CLS-F-Tst, AWID-ATK-R-Tst, AWID-CLSR-Tst) for evaluating the model. The AWID dataset has 156 attributes or features, and the last
feature represents attack class (for AWID-CLS-F and AWID-CLS-R) subset or attack type(for
AWID-ATK-F and AWID-ATK-R).
The reduced training version (AWID-ATK-R-Trn and AWID-CLS-R-Trn) contains
approximately 1.8 million records, and out of that approximately 1.6 million records are normal
traffic, and around 162 thousand are classified as intrusive or attack [6]. All the attributes in the
dataset have numeric or nominal values except for the SSID, which takes string values.
Filename
AWID-CLS-R-Trn 4
AWID-CLS-R-Tst 4

Classes

Type
Training
Test

Hours
1
1/3

Table 1: File Structure of AWID-CLS-R Subset
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Total
Records
1795575
575643

Attack
Normal
Records
Records
1633190
162385
530785
44858
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3.3 Proposed Approach
Figure 4: Proposed Architecture for AWID

In this paper, we proposed using neural networks on two separate using 13 and 76 features for
binary and multi-class classification tasks. The dataset is a reduced version but generated from
real-world traffic. We have two different datasets AWID-CLS-R-Trn and AWID-CLS-R-Tst for
training and testing purposes respectively. Both of the datasets have 156 attributes, including the
last features as attack class. The main task in our proposed architecture is feature selection,
attack classification, and comparing the evaluation metrics. Feature selection helps us to
select the useful features from the raw features. Using feature selection, we created two separate
features set of 13 and 76. We ran our proposed machine learning technique on these separate
features to get the binary and multi-class classification results. We train our model using a
training dataset with a reduced feature set by applying machine learning techniques. We evaluate
the model using the testing dataset with reduced feature sets and observe the performance of our
approach.
For better understanding, the code and results can be obtained from my GitHub [4] can be
helpful. AWID has a huge number of redundant records, which makes the learning algorithm bias
toward the frequently occurred records. To avoid biases, we need to clean the data to remove the
repeated from both datasets to achieve better accuracy. We obtain 76 features by dropping the
null data and converting all the columns into numeric values, whereas for 13 features, we applied
feature selection on 76 features and remove all the redundant and null data.
Then, we use standard scaler function for pre-processing and feature scaling purposes on both
training and testing datasets. We encoded the class labels into an array of [0,1,2,], 0 means
impersonation, 1 means injection, and 2 means normal. Then we take the output of label-encoder
and throw it into categorical of 0 and 1,0 means False and 1 means True.
10
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Table 2: Proposed Neural Network architecture
Classificatio No. of Classifie No. of No.of No. of
Loss Function
Activation Metrics
n
feature
r
Layer Neuron epoch
Function
s
s
s in
s
each
layers
Binary
13
DNN,
2
50
15 Binary_crossentropy
ReLu, Accurac
LSTM
sigmoid
y
Binary
76
DNN,
2
50
10 Binary_crossentropy ReLusigmoi Accurac
LSTM
d
y
Multi-class

13

DNN,
LSTM

2

10, 20 15, 10 Categorical_crossentro
py

ReLu,
softmax

Accurac
y

Multi-class

76

DNN,
LSTM

2

10, 20

ReLu,
softmax

Accurac
y

15 Categorical_crossentro
py

In Table 2, we can observe that there is two number of feature sets. Both 13 and 76 features have
used DNN and LSTM with two number of layers for binary and Multi-class classification. In
both layers of DNN and LSTM, 50 neurons on each layer are used for binary classification, and
for multi-class classification, both DNN and LSTM uses 10 neurons in the first layer and 20 on
the second layers. We used binary_crossentropy and categorical_crossentropy as a loss function
or binary and multi-class classification respectively. ReLu is used in the first and second layers
for both classification tasks, but the output layer uses sigmoid and softmax for binary and multiclass classification respectively. For metrics, accuracy is used on both tasks.
After that, we apply the DNN and LSTM neural networks on the datasets for the attack
classification. The process is similar to binary classification except it only has two class labels
i.e. attack or normal, but multi-class classification has three different class labels. And we apply
machine learning techniques on two separate features of 13 and 76 for intrusion detection and
classification task.
We implemented early stopping in binary and multi-class, which will interrupt training when
there is no progress on the validation set after some epochs and roll back to the best model, will
keep track of the best weights, and restore them after training finishes [21].
The Sigmoid function is non-linear in nature and the outputs in the range of 0 and 1. It has a
problem with “vanishing gradients”, still there are ways to work around this problem. But for our
work, the sigmoid activation function gives better output for binary classification.
The equation for sigmoid function: σ =

!
!"# !"

11
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In the input and hidden layer, we have ReLu activation function because of its higher
computational efficiency, and robustness and it works great with deep neural networks.
The equation for ReLu function:
f(y) = max(0,y)
f(y) = y < 0 then, ay
f(y) = y ≥ 0 ; then, y

[7]

Figure 5: ReLu Function
The below figures will demonstrate how deep neural networks and long short-term memory
algorithms perform on binary and multi-class classification tasks on 13 features only. The same
process is done in 76 features to achieve accuracy for binary and multi-class classification.

Figure 6: DNN for 13 features with Binary Classification

12
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Figure 7: LSTM for 13 features with Binary Classification
Cross entropy measure the probability of predicted class and matches with the target classes
[21]. We use binary cross-entropy for binary classification because there are only two exclusive
classes. For multi-class classification, we use categorical classification because it has more than
two exclusive classes.
We use Adam optimizer for DNN and LSTM model for both classification tasks. Adam
optimizer is an algorithm for gradient-based optimization of stochastic objective functions, it is
computationally efficient, requiring very little memory, and computes the individual adaptive
learning rates for different parameters. It has the advantages of both AdaGrad and RMSProp
popular method such as it works well will sparse gradient and rescaling of the gradient [25].
We use Dropout in the DNN and LSTM model for both classification tasks after every layer
because it is one of the best regularization techniques for deep neural networks that will prevent
neural networks from overfitting. It was proposed in the paper [26], Nitish Srivastava et al, it
works like all the neurons (including input neurons, not the output neurons) has a probability of
being dropped out temporarily only during the training step and it may be active in the next
training step. The optimal dropout rate for recurrent neural nets is set between 10-30%[21]. With
the state-of-the-art neural network, it boosts the accuracy by adding dropout in the neural
network layer. It improves the performance of the neural network on tasks such as speech
recognition, document classification, and so on.
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Figure 8: DNN for 13 features with Multi-class Classification
Since there is three class labels output for multi-class classification, we use Softmax regression
in both models. It is a regression for an instance x computes a score sk(x) for each class k, it
estimates the probability of each class by applying the softmax function to the score. softmax
regression classifier predicts only one call at a time, which is multi-class [21]. The equation of
softmax score for class k:
sk(x) = xT0(k)

Figure 9: LSTM for 13 features with Multi-class Classification
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Since LSTM expects its input to be a 3-dimensional array of samples, time steps, and features,
we have to use a flatten layer to convert the 3-dimension to 2-dimension array right before the
output layer.
After training the deep neural network with the labeled dataset, it started to predict on its own.
LSTM can be helpful for anomaly detection by dealing with multiple packets instead of a single
one. Since LSTM can remember the sequence for a long time. It can detect if the current packet
is normal or not by referring back to the previous packets. We used all these loss functions,
optimizers, early stopping callbacks metrics in our DNN and LSTM model to fit the model, and
took out some percentage of training dataset for validation. After training and validation are
done, we have evaluated on test data never seen before by trained model and compared the
predicted to the actual class.
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Chapter 4: Results and Discussion
To experiment the model, I have tested neural networks and traditional machine learning model
on Alienware 17 R5, which has 2.9GHz Intel Core i9-8950HK (Hexa-core, 12MB cache, up to
4.8GHz) processing units, Nvidia GeForce GTX 1080 OC (8GB GDDR5X) as a graphic card
and has 32GB DDR4 (2,666MHz) of RAM(Random Access Memory). AWID-CLS-R-Trn and
AWID-CLS-R-Tst are chosen as training and testing purposes respectively. We have trained the
model using the training dataset and evaluated the model using the test dataset and obtained
different accuracy and performance metrics.

4.1 Evaluation Metrics:
Dataset is used as a benchmark for the performance of an IDS by providing accurate
classification results. The four possible outcomes of the detection process are [6]:
•

True Positive (TP) means the amount of record successfully recognized as attacks

•

True Negative (TN) means the amounts of records classified as a normal class

•

False Positive (FP) means wrongly classified as attacks

•

False Negative (FN) means events went undetected by IDS

In this work, we evaluate the performance of multi-label binary and multi-class classification
tasks. The definition of evaluation metrics are:
Accuracy: The percentage of correctly classified over the total number of records
(%&"%')

Accuracy = (%&"%'")&")')

[1]

Precision (P): The percentage ratio of true positives by the number of true positives and false
positives
%&
P = (%&")&) 𝑥100%
[17]
Recall/Sensitivity (R): The percentage ratio of true positives by the number of true positives and
false negatives
%&

R= (%&")') 𝑥100%

[17]

F-Measure(F1-score): The harmonic mean of precision and recall, and provides good
evaluation measure for imbalanced data
*(&∗,)
F1-score = (&",)
[17]
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4.2 Experiment Result
We reduce the number of features from 156 to 76 and evaluate the model using machine learning
techniques. Then, we reduced the number of features from 76 to 13, and evaluate the model
using machine learning techniques. Since the dataset is a multi-class classification task, we add
binary classification by converting all the malicious labels to one label “attack”. We will
compare the result of several machine-learning techniques on two separate features and discuss
them.
Table 3: Model's Accuracy of 13 features
Classification
Binary
Binary
Multi-class
Multi-class

Models
DNN
LSTM
DNN
LSTM

Evaluation Accuracy (%)
94.03
94.74
91.94
95.66

DNN and LSTM models both performed well on 13 features to classify the attacks, but LSTM
does slightly better. In Table 3, for binary classification, both DNN and LSTM’s got similar
accuracy metrics of 94.03% and 94.74 % respectively, but LSTM achieves slightly higher
accuracy. With the state-of-the-art LSTM model, produced 95.66% accuracy higher than DNN
while classifying the multi-class. LSTM outperforms other models because it captures and holds
the information longer and updates its cell state.

Table 4: Model's Accuracy of 76 features
Classification
Binary
Binary
Multi-class
Multi-class
Multi-class
Multi-class

Models
DNN
LSTM
DNN
LSTM
Decision-Tree
Random Forest

Evaluation Accuracy (%)
95.58
96.01
90.24
86.70
88.16
93.04

In Table 4, few traditional machine learning, DNN, and LSTM have been used on 76 features.
We can observe that using traditional machine learning techniques such as Decision Tree and
Random Forest has got 88.16% and 93.04% respectively. But LSTM got an accuracy of 86.70%
while classifying multi-class. Since,76 feature has redundant and constant data, LSTM could not
classify the multiple attack classes correctly because the model got biased toward those repeated
data. Whereas, LSTM has achieved the highest accuracy of 96.01% because in binary
classification, if the traffic is ‘normal’ the model puts in normal class and if not, it puts on attack
class. The model has easier tasks for detecting and classifying the attacks. We can observe that
the DNN model was able to give us consistent results but, the LSTM model provides better
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performance over the DNN model except in multi-class classification on 76 features, as shown in
Tables 3 and 4.

4.3 Precision, Recall and F1-Score
After we are done with the evaluation of the test dataset, we will discuss performance metrics
such as precision, recall, and f1-score of our machine learning algorithms. We have applied
traditional machine learning techniques such as Decision Tree and Random Forest to detect and
classify the attacks. Both of them are supervised learning, meaning they perform well if the
dataset is labeled. In figure 6, we have used a classification report module on “normal” traffic of
the training dataset with the predicted output of tree from cross-validation of the decision tree.
Decision Tree produces the precision, recall, and F1-Score, and since F1-Score is the harmonic
means of precision and recall. We will discuss the result based on F1-Score, the decision tree
algorithm has to produce an F1-score of 86% and 98% for attacks and normal traffic
respectively. From figure 7, we can observe that Random Forest has performed better than the
decision tree in classifying the attacks with the F1-score of 88%.

Figure 10: Classification report of Decision Tree
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Figure 11: Classification report of Random Forest
In Tables 5, we have used a dense neural network and long short-term memory for binary and
multi-class classification using 13 features. For binary classification, there are only two classes:
attack and normal, but multi-class classification, there are three classes: Impersonation, Injection,
Normal. Table 5 discusses the performance metrics generated by the classification report module.
LSTM model performs better and has the highest F1-Score than DNN in both classifications. For
Binary classification, LSTM has achieved 70% and 97% in attack and normal respectively.
LSTM model managed to get a good F-1 score with 69%, 79%, and 99% for impersonation,
Injection, and normal respectively. We can state that the LSTM neural network is the only one
that can classify the impersonation attack.
Table 5: Classification report of 13 features
ML Model
Dense Neural
Network
LSTM

Classification
Binary

Dense Neural
Network

Multi-class

LSTM

Multi-class

Binary

Category
Attack
Normal
Attack
Normal
Impersonation
Injection
Normal
Impersonation
Injection
Normal
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Precision
1.00
0.94
0.98
0.95
0.00
0.40
1.00
0.72
0.65
1.00

Recall
0.47
1.00
0.54
1.00
0.00
1.00
0.98
0.66
1.00
0.97

F1-Score
0.64
0.97
0.70
0.97
0.00
0.57
0.99
0.69
0.79
0.99
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Table 6 discusses the performance metrics generated by the classification report module on 76
features. Since 76 features have a lot of repeated data, both DNN and LSTM models cannot
classify the impersonation attacks and did not able to attain F1-Score for multi-class
classification. Whereas, LSTM model got good F1-Score in binary classification with 83% and
98% for attack and normal category respectively.
Table 6: Classification report of 76 features
ML Model
Dense Neural
Network
LSTM

Classification
Binary

Dense Neural
Network

Multi-class

LSTM

Multi-class

Binary

Category
Attack
Normal
Attack
Normal
Impersonation
Injection
Normal
Impersonation
Injection
Normal
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Precision
0.80
0.98
0.81
0.98
0.00
0.35
0.99
0.04
0.01
0.91

Recall
0.80
0.98
0.84
0.98
0.00
0.90
0.96
0.00
0.01
0.98

F1-Score
0.80
0.98
0.83
0.98
0.00
0.50
0.98
0.00
0.01
0.94
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Chapter 5: Conclusion

In this paper, we proposed a deep neural network approach for detecting novel wireless network
attacks. We used the AWID-CLS-R dataset, which has 156 features and a multi-class
classification problem (4 class). We have used two different number of features i.e 13 and 76. We
got 76 features by choosing the numerical row. To get 13 features, we cleaned the redundant and
constant rows from 76 features. Then, we applied neural networks to predict binary and multiclass classification tasks and achieve accuracy ranging from 86.70 % to 96.01%. When we
evaluate on a separate test dataset, we achieved higher accuracy using LSTM on binary
classification than DNN and conventional machine learning approach. The performance of the
model can be increased if we used feature embedding in our neural networks by utilizing the
relationships between nominal features. In future work, we may make use of cloud technology
with higher computational power. We can deploy our model in the cloud and evaluate the test
data from the cloud to get better accuracy. Since all the data are not labeled, for unlabeled data,
we may use semi-supervised or unsupervised learning techniques to classify the attacks.
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The Source Codes and Dataset
The code and results of DNN and LSTM :
1) Link for Binary Classification of 13 features, [online] Available at:
https://github.com/Diwash15/Binary_Classification_for_AWID/blob/master/Binary_classificatio
n%20on%2013%20features.ipynb
2) Link for Binary Classification of 76 Features, [online] Available at:
https://github.com/Diwash15/Binary_Classification_for_AWID/blob/master/Binary_classificatio
n_of_76%20_features.ipynb
3)Link for Multi-class Classification of 13 features Available at:
https://github.com/Diwash15/Multiclass_classification_for_AWID/blob/master/Multiclass_classi
fication_using_13_features.ipynb
4)Link for Multi-class Classification of 76 features, Available at:
https://github.com/Diwash15/Multiclass_classification_for_AWID/blob/master/Multiclass_classi
fication_using_76_feature%20.ipynb
5) Link for Traditional ML on AWID Dataset, [online], Available at:
https://github.com/Diwash15/ML_For_AWID/blob/master/Traditional%20ML%20on%20AWID
%20Dataset.ipynb
To Download the public AWID dataset:
http://icsdweb.aegean.gr/awid/
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