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Abstract—5G is the next generation of cellular networks succeeding and improving upon the last generation of 4G Long Term Evolution
(LTE) networks. With the introduction of 5G comes significant improvements over the previous generation with the ability to support new and
emerging technologies in addition to the growth in the number of devices. The purpose of this report is to give a broad overview of what 5G
encompasses including the architecture, underlying technology, advanced features, use cases/applications, and security, and to evaluate the
security of this new networks using existing machine learning classification techniques such as The J48 Tree Classifier and the Random
Forest tree classifier. The evaluation is based on the UNSW-NB15 dataset that was created at the Cyber Range Lab of the Australian Centre
for Cyber Security (ACCS) at the University of New South Wales. Since 5G datasets have yet to have been created, there is no publicly available
dataset for the 5G systems. However, While the UNSW-NB15 dataset is built using a standard wireless computer network, we will use it to
simulate the device-to-device (D2D) connections that 5G will support. In the case with the UNSW dataset, the J48 tree classifier fits more
accurately than the Random Forest classifier. The J48 tree classifier achieved an 86.422% of correctly classified instances. On the other hand,
the Random Forest tree classifier achieved 85.8451% of correctly classified instances.
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I. INTRODUCTION
5G Cellular Networks is a topic that is starting to become discussed much more often than previous years partially due to the
actual infrastructure starting to pop up in major metropolitan areas. Currently there are a variety of companies that play a role in 5G
networks which range from infrastructure vendors and component/device manufacturers to mobile network operators and vertical
service providers [1]. 3rd Generation Partnership Project (3GPP) is the industry organization comprised of the previously mentioned
which is defining global specifications behind 5G technologies as well as previous generations of cellular generations [1]. 5G is
more than the next generation of cellular network, it is the implementation of a 5G New Radio (NR) which is the global standard for
a unified, more capable 5G wireless air interface [2]. With the introduction of this new radio comes promises of ultra-low latency,
increased bandwidth, increased capacity, wide support for a range of devices, and faster data rates.
II. 5G ARCHITECTURE
The 5G Network Architecture differs significantly from the previous 4G LTE networks primarily due to the use of millimeter
wave frequencies which requires the use of small cells in addition to the traditional macro cells [3]. A mobile network is comprised

of four primary components which includes the radio access network, core network, transport network, and interconnect network [3].
The radio access network is made up what you traditionally associate mobile with: cellular towers, masts, dedicated in-building and
home systems with the inclusion of small cells which are new in the fifth generation [3]. The core network is what handles the mobile
exchange and data network for all the voice, data, and internet connections of mobile devices which is being redesigned to better
integrate with both the internet and cloud based services [3]. The core network is also where the advanced features of 5G will be
implemented including network function virtualization (NFV) and network slicing which are explained more in-depth in a later
section [3]. The transport network is what keeps the access network and the core network connected together while the interconnect
network connects multiple core networks together [4].

Fig. 1. 5G network architecture integrated with existing 4G networks

Figure 1 shows the combination of 4G macro towers with 5G macro towers in addition to the 5G small cells.
III. 5G UNDERLYING TECHNOLOGY
5G is composed of five key technologies which includes millimeter waves, small cells, massive multiple input multiple output
(MIMO), beamforming, and full duplex. Each of these technologies provides improvements to the wireless cellular network to be
able to support future smartphone users, virtual reality (VR), autonomous cars, artificial intelligence (AI), and a plethora of other
applications [1][3].

A. Millimeter Waves
Millimeter waves are part of the radio spectrum under the electromagnetic spectrum and fall within the range of around 24
Gigahertz all the way up to 300 Gigahertz. Previously this range of the radio spectrum was not allocated under the United States
National Telecommunications and Information Administration (NTIA) for use by mobile communications companies. Spreading out
user devices across this new segment of the radio spectrum will free up congested sections of the spectrum currently in use, leading
to a possible capacity increase of 100x [1][3]. This increased capacity also leads to wider bandwidths due to devices being able to be
dispersed out across the usual frequencies as well as the new millimeter wave frequencies.

Fig. 2. The radio spectrum within the electromagnetic spectrum [5].

Figure 2 shows where the radio spectrum falls within the electromagnetic spectrum ranging in frequency from 1 Kilohertz all the
way up to 100 Gigahertz. Millimeter waves are classified as being above 24 Gigahertz ranging all the way up to 300 Gigahertz [1][6].
The radio spectrum is further subdivided into different bands as displayed in the table below.
TABLE I.

FREQUENCY BANDS AND RANGES

Band Name

Range

Very Low Frequency (VLF)

3 kilohertz – 30 kilohertz

Low Frequency (LF)

30 kilohertz – 300 kilohertz

Medium Frequency (MF)

300 kilohertz – 3 megahertz

High Frequency (HF)

3 megahertz – 30 megahertz

Very High Frequency (VHF)

30 megahertz – 300 megahertz

Ultra High Frequency (UHF)

300 megahertz – 3 gigahertz

Super High Frequency (SHF)

3 gigahertz – 30 gigahertz

Extremely High Frequency (EHF)

30 gigahertz – 300 gigahertz

Table I. shows the list of frequency band names and ranges within the radio spectrum which is useful in understanding the low
bands, mid bands, and high bands that will be utilized in 5G networks. Low bands are below 1 Gigahertz, mid bands range from 1
Gigahertz to 6 Gigahertz, and high bands are the millimeter waves which range from 26 Gigahertz to 300 Gigahertz.
B. Small Cells
Small cells in comparison to traditional cellular base station towers are portable miniature base stations that require minimal
power to operate [6]. These small cells are required due to the distance limitations of millimeter waves which travel a shorter distance
compared to low band and mid band frequencies. Antenna’s contained within these small cells will be much smaller due to only
having to transmit and receive millimeter waves, allowing them to be placed on light poles and atop of buildings [6].
C. Massive Multiple Input Multiple Output (MIMO)
Massive multiple input multiple output (MIMO) is a larger scale version of regular multiple input multiple output (MIMO).
MIMO uses multiple antennas some of which are transmitters that send data to devices and receivers which get data from devices.
Currently, 4G base stations have a dozen ports for antennas which includes eight for transmitters and four for receivers [6]. This will
change with 5G base stations which will support around a hundred ports which means that more antennas can be fit into the physical
housing of the case(s) [3][6].
D. Beamforming
Beamforming is a technology that allows for communication waves to be directed right at a device rather than dispersed out in
all directions. This provides two distinct advantages to both massive multiple input multiple output (MIMO) and millimeter waves
which both suffer from different disadvantages. For massive MIMO, beamforming allows for individual data packets to be sent in
different directions, bouncing off nearby objects such as buildings, vehicles, and light poles to make it to a user device [6]. This helps
to cut down on cross-signal interference which MIMO is susceptible to by directing signals straight to devices, making it much more
unlikely that signal paths will cross. Millimeter waves on the other hand has the disadvantages of being easily blocked by everyday
objects and weakening over distance. These disadvantages can be addressed with beamforming as it creates a concentrated beam that
points towards the user rather than bouncing off all sorts of objects which may weaken or absorb the signal [6].
E. Full Duplex
Full duplex in the networking world is the ability to communicate back and forth along the same medium. Base stations and
cellphones currently rely on transceivers that take turns communicating or transmitting and receiving information over the same
frequency [6]. For full duplex to be accomplished on current 4G networks, different frequencies must be utilized to be able to transmit
and receive information at the same time [6]. New technology is being developed that will allow transmit and receive signals on the
same frequency while avoiding the backward roll or reciprocity found in radio waves [6]. One issue that comes up from this is the
fact that transmitting signals are more powerful than receiving signals, leading to an echo when utilized on the same antenna [6]. The
echo can be filtered out utilizing a special echo-canceling technology showing that any disadvantages of a technology can be resolved
with the use of another technology [6].
TABLE II.
Technology

SUMMARY OF 5G TECHNOLOGIES
Advantages

Disadvantages

Millimeter Waves

Allows more devices to be spread out on

Struggles to travel through buildings and

radio-frequency bands

obstacles

Improved bandwidth

Can be absorbed by foliage and rain

Faster data rates
Small Cells

Minimal power to operate

Requires installation approximately every

Smaller antennas

250 meters

More antennas than 4G base stations

May have difficulty expense wise in rural

More deployed units means more nodes for

areas due to the amount required

users to connect to
Massive MIMO

Beamforming

Allows more receiving and send signals

Additional antennas means possible cross-

Increases capacity of mobile networks

signal interference

Focuses signal straight to devices

None

Allows efficient data-delivery
Reduces cross-signal interference in massive
MIMO
Full Duplex

Transmit and receive signals on the same

Signal interference due to echo with

frequency simultaneously

transmitting/receiving signals

Doubles the capacity of radio networks

Table II. shows a summary of the technologies utilized in 5G with the individual advantages and disadvantages of each.
IV. 5G ADVANCED FEATURES
A. Network Function Virtualization (NFV)
Network function virtualization is the creation of network functions as software within the cloud environment. What this allows
for is the virtualization of network functions such as firewalls and encryption [6]. In simple terms, it is taking what used to be physical,
dedicated hardware in the network architecture and virtualizing it as software for on demand use within the cloud. The benefits of
network function virtualization (NFV) are speed efficiency, load-balancing, scalability, and increased agility for moving functions
across distributed hardware resources [6][7].
B. Network Slicing
Network slicing is the segmenting of the network to fit a specific industry, business, or application and allows the creation of
device type, industry sector, or customer specific subnetworks [3][4]. The slicing up of the network can allow for smart management
and allocation of network resources. Critical services such as communication among emergency services that require high reliability,
resiliency, safety, security, and privacy can be segmented into their own slice to avoid interference [3][4].
V. 5G USE CASES/APPLICATIONS
Current use cases/applications fall into three categories which are: massive machine to machine communications, ultra-reliable
low latency communications also called critical machine-type communication, and enhanced mobile broadband [3][4]. Each of these
categories caters to different industries, some of them being industries that never were touched by cellular in past generations. Some

of the new industries and areas that will have the potential to be impacted by 5G are: agriculture, farms, manufacturing, cities, smart
homes, autonomous vehicles, electronic healthcare, supervisory control and data acquisition (SCADA), and the electrical grid [3][4].

Fig. 3. The three categories of use cases and applications [4]

Figure 3. shows the three primary categories of use cases along with examples of what devices fall within each.
A. Massive Machine to Machine Communications
Massive machine to machine communications refers to the Internet of Things (IoT) which involves connecting and supporting
billions of devices that previously was not possible on 4G [2]. This will be revolutionary especially in the industrial sector as it allows
the seamless connection of embedded sensors with the potential to impact agriculture and manufacturing [1][3]. With the ability to
scale down data rates, power, and mobility, there will be the opportunity to make extremely lean and low-cost connectivity solutions
[1]. Areas that will be classified under this category include smart buildings, logistics, tracking, fleet management, smart meters, and
smart agriculture [4].
B. Ultra-reliable Low Latency Communications
Ultra-reliable low latency communications category also referred to as critical communications include devices that require near
real-time control and low response times. Some of the areas that include critical communications include traffic safety and control
from autonomous cars, remote manufacturing, training, and surgery along with making impacts into industrial applications [3][4].
All these areas require the low latency of 1 millisecond that will be delivered from millimeter waves and could mean the difference
between life and death, especially with self-driving cars and remote surgeries.

C. Enhanced Mobile Broadband
Enhance mobile broadband is the improvement section mobile applications and where 5G is making its first introduction. This
segment sees much faster data speeds and capacity for supporting cellular devices and other smart devices. The devices that fall into
this category include non-sim devices, smart phones, smart homes, virtual reality (VR), and augmented reality (AR) [4].
VI. 5G SECURITY
Security will be of paramount importance with 5G since it is seeking to become what interconnects society as one large web of
networks. From simply acting as data transfer from the internet to smart devices, to potentially hosting critical infrastructure, it is
vital to look at security with every application it may have. 5G is a platform that could include many changes and considerations
when it comes to security components.
A. Telecommunications Network Security
Network security for telecommunications is defined into the following components: standardization, network design, network
configuration, and network deployment and operation. Standardization is where standards are set by operators, vendors, and other
stakeholders about how networks will work together [4]. Built into the standards should be an action plan of how to best protect
networks and users of the networks against malicious attackers. Network design is where vendors of networks design, develop, and
implement the agreed standards for network elements and systems [4]. It is important to have security in mind when designing and
developing networks, especially new ones. Network configuration is where networks are configured at deployment to meet a certain
security level by ensuring the proper security parameters are applied [4]. Configuring is an important step in a network as many of
the built-in security applications and tools are often not enabled by default. Network deployment and operation is where the function
and targeted security level are dependent on the deployment and operations of the network [4]. When setting up a new network, it is
imperative that it is done in the correct manner as to avoid any potential security vulnerabilities. With cybersecurity often described
as being like an onion with there being security in layers, telecommunications takes a similar approach with varies organizations
responsible for integrating security.
B. International Mobile Subscriber Identity (IMSI) Encryption
5G will introduce IMSI Encryption, marking the first time that all traffic data sent over a 5G radio network will be encrypted,
keeping the integrity in check, and requiring mutual authentication [4]. In previous generations of cellular, attackers were able to
masquerade as a cell tower using IMSI catchers, popularly referred to as stingray devices. With mutual authentication enabled
between the device and the network, it will make it much more difficult for someone to intercept data from user devices to the towers
and small cells.
C. Security Characteristics of 5G
There are four drivers that will implicate both security and privacy within 5G which are new trust models, new service delivery
models, increased privacy concerns, and an evolved threat landscape [8]. The thing that characterizes 5G the most compared to the
5G is that it seeks to have a crucial role in how society operates. Beyond just technology, it will impact legal frameworks, regulation
and actions by commercial entities and individuals, leading to much more regulatory oversight than previous cellular generations [8].
1) New Trust Models

Since 5G is no longer only looking to support the traditional cellular trust model, a new trust model must be created to capture
the new business models and actors involved [8]. Contained within this trust model must be all the authentication, accountability,
and non-repudiation requirements between various involved actors [8]. Trust models change as time goes on and the introduction of
5G requires the development of an updated model to coincide with the jump in technological improvements.
2) New Service Delivery Model
With increased use of clouds and virtualization, there is a dependency on secure software that becomes a focal point and leads to
other effects on security [8]. 3GPP-defined systems are based on functional node specifications and abstract interfaces on which are
usually tied to dedicated/proprietary physical hardware [8]. Telecom software can no longer depend on the security attributes that
comes from being on dedicated telecom hardware due to the decoupling of software and hardware in the cloud environment [8].
3) Increased Privacy Concerns
Privacy is something that has come into a focal point with multiple cases of cell phone tracking and personal data theft being
aired on the news. With legal regulation being enacted such as the General Data Protection Regulation (GDPR) in the European
Union (EU) and discussions starting within states inside the United States, privacy and data protection is becoming a hot topic. It will
be important to ensure that the user identifier(s) in devices and how sensitive it is are taken into consideration as 5G evolves [8].
Privacy is not something that is going to vanish in the future and will continue to evolve, requiring technology and processes to adapt
to meet them.
4) Evolved Threat Landscape
The fact that 5G networks will serve as a platform for critical infrastructure makes it a much more tempting target for malicious
actors who gain from causing disruption. For example, the internet is home to hacktivists, underground economies, cybercrime, and
cyber terrorists due to the valuable information and opportunities that it offers [8]. 5G systems are expected to host valuable
information that is generated from the different use categories will be likely to build a home for the same characters of the internet
[8]. With the evolved threat landscape, it is important to strengthen systems, end points, and everything in between to build a
resistance to attacks. The property of being attack resistance is something that needs to be considered when new 5G protocols are
inevitably created [8]. Just like the internet, data is a key asset and with the deployment of 5G networks, any data generated from
connected systems will be a highly sought after by attackers. Current cybersecurity solutions [12-22] require some adjustments to
address the 5G security issues.
VII. UNSW DATASET AND WAIKATO ENVIRONMENT FOR KNOWLEDGE ANALYSIS (WEKA)
The UNSW-NB15 dataset is a modern day comprehensive dataset containing normal network activity and synthetic attacks that
was created at the Cyber Range Lab of the Australian Centre for Cyber Security (ACCS) at the University of New South Wales with
the IXIA PerfectStorm tool in 2015 [9]. Utilizing WEKA, an open source machine learning software developed at the University of
Waikato in New Zealand, we can evaluate the UNSW dataset using the training set and testing set of data [10]. Two different
classifiers are used which are both tree classifiers with one being J48 and the other one being RandomForest. The UNSW training
dataset is loaded into WEKA, the classifier is chosen, and then the testing dataset is loaded before running the classifier. A tree model
is created, but due to the size of the dataset, it cannot be displayed with either run. A summary of the results is then printed out at the
bottom of the classifier output window at the conclusion of the run. This is a small example of what can be done in the future with
developing 5G datasets to correctly classify between normal traffic and attacks on 5G systems.

Fig. 4. Breakdown of UNSW_NB15 Training Set

Figure. 4. Shows the total number of instances or number of collected data as well as the number of attributes or the categories
of data. The total number of instances in the training set is 175341. In this case since it is from a Pcap file, there are values such as
the protocol used, service, source to destination packet count, source bits per second to name a few. A full list of the attributes and
their meaning can be downloaded from the UNSW website called UNSW-NB15_features [9].

Fig. 5. Breakdown of Attack Category Attribute

Figure. 5. Shows the attack categories and how many times that category appears in the dataset along with a weight value. Included
is normal network traffic, backdoor attacks, analysis attacks, fuzzers, shellcode, reconnaissance, exploits, denial of service (DoS),
worms, and generic attacks.

Fig. 6. Summary After Running J48 Tree Classifier

Figure. 6. Shows a summary after running the J48 tree classifier with the supplied UNSW test set. There was an 86.422% accuracy
in being able to correctly classify instances while having a 13.578% accuracy of incorrectly classified instances. This is a relatively
good accuracy for correct classification.

Fig. 7. Detailed Accuracy and Confusion Matrix After J48 Tree Classifier

Figure. 7. Shows a detailed breakdown of the accuracy of each class as well as showing the confusion matrix which describes the
performance of the J48 classification model.

Fig. 8. Summary After Running RandomForest Tree Classifier

Figure. 8. Shows a summary after running the RandomForest tree classifier supplied with the UNSW test set. There was an 85.8451%
correctly classified instances while 14.1549% were not correctly classified. The classification for the RandomForest classifier is not
as high as the J48 classifier but comes behind it just short.

Fig. 9. Detailed Accuracy and Confusion Matrix After RandomForest Tree Classifier

Figure. 9 Shows a detailed breakdown of the accuracy of each class in addition to the confusion matrix after running the
RandomForest tree classifier with the supplied UNSW testing dataset.
While this dataset is built using a standard computer network, it will be like the device-to-device (D2D) connections that 5G will
support and the information that is exchange from device to tower/cell. Since 5G datasets have yet to have been created, this is just
an example of what could be done when 5G becomes more prevalent and evolves. In the case with the UNSW dataset, the J48 tree
classifier fits more accurately than the RandomForest classifier.
VIII. CONCLUSIONS AND SUMMARY
With the promise of ultra-low latency and high-speed capabilities, 5G is shaping up to be a major leap forward for a cellular
generation. The use of a new segment of the radio spectrum dubbed millimeter waves will be key in reaching those ultra-low latency
and high-speed capabilities. Using the five main underlying technologies of millimeter waves, small cells, massive multiple input
multiple output (MIMO), beamforming, and full duplex will in combination help drive the trend towards the realization of those
promises. With 5G beginning to be deployed in the United States this year and continuing to expand in the coming years, there will
be a lot of opportunities to research and watch the technology evolve. Since the threat landscape is changing, it would be interesting
to see how accurate classification techniques will be on a 5G dataset once one is put together. Security for 5G networks will remain
an important topic going forward as more and more 5G networks begin going online.

IX. SUGGESTIONS FOR FURTHER RESEARCH
There are many directions to take for further research into a very diverse topic like 5G, especially as it is deployed to more and
more locations across the United States and the world. One suggestion for an avenue of further research is there are currently many
specifications and standards being proposed that could be delved into. Another topic that will be further developing and evolving
over the next decade of 5G deployment will be security vulnerabilities in addition to security applications. Many of the new
applications that 5G will create will need to have security integrated into them and will create many opportunities for research. An
interesting area to investigate would be the communications standards and security related to Cellular vehicle-to-everything (C-V2X)
which is serving as the foundation for vehicles communicating to everything around the environment [11]. The topics discussed in
this paper are also a great area to look deeper into as they are not fully discussed in depth. Testing on a 5G dataset once one is
available would be a good place to continue so that comparisons in differences between systems can be analyzed.
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