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Abstract: 

    In the age of the Internet, the common user has accounts on multiple websites. Basic account 

authentication has a username and a password. While username may be common knowledge, 

passwords are secret, and it is important to use good password habits. Security literate internet 

users, i.e, students, faculty, professionals in the IT industry are expected to know better than to 

use bad password habits. But that may not always be the case. This thesis aims to test the 

hypothesis that security literate internet users use bad password habits despite knowing better, 

and then proceeds to understand the underlying factors behind these habits through a survey. The 

survey consisted of questions about basic password habits. The responses were analyzed for 

better insights  
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1. Introduction 

  The inherent problem with data security is human fallibility. Even with the most advanced 

security systems in place, if there is a human component to that system, there will be 

vulnerabilities.[1] 

We live in the internet age, where the whole globe is perpetually online and connected. Information 

is always readily available and at our fingertips. While this signifies progress, it also brings up the 

impending question of information security. With the amount of information that is online, 

personal information is too easily accessible and users inadvertently give out sensitive account 

information. Password protected personal and sensitive information on many online accounts like 

banking accounts, email accounts, shopping accounts, etc., are at risk 

Most online accounts consist of one basic layer of security and authentication: the username and 

password. While username is generally common knowledge, the password is a secret, known 

only to the account owner. A perpetrator would have to guess the password to log into an 

account or use some hacking algorithm like a dictionary attack or brute force attack. The weaker 

the password, the easier it is to break into an account. 

 

Research, especially in the early 21st century, has shown that education is needed to change 

people’s behavior regarding password generation, management and storage. [2] This research is 

aimed at Network and Information Security literate users like professionals, students and faculty, 

who are expected to know better, and hence are fully aware of the threats and vulnerabilities 

Internet accounts are subject to. 
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Various literatures prove, and some users admit to practicing bad password habits like using weak 

passwords for some or all their accounts, and reusing a single password across accounts, despite 

being fully aware of the risks involved. This is a dangerous practice given the amount of 

information that is now online. Through this thesis, password habits of the security literate were 

studied using survey methodology, and factors influencing bad password behavior was surveyed 

and discussed. Analysis of the survey was done using research tools. 
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2. Thesis statement: 

   A common problem with systems that use passwords for authentication arises when users choose 

weak passwords. Weak passwords are passwords that are easy to guess, or likely to be found in a 

dictionary attack. Thus, the choice of weak passwords may lead to a compromised system. [3] 

This study is aimed at IT Literate Internet users 

This thesis is intended for three things 

1) Testing the hypothesis that Security literate users practice bad password habits despite 

knowing better. 

2) Factors that influence bad password habits of Security Literate users like using weak 

passwords, reusing passwords, using personal information in their passwords, etc. 

3) Password patterns of these users 
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3. Literature Review 

A. Password Security: What Users Know and What They Actually Do 

Shannon Riley 

Software Usability Research Laboratory, Wichita State University 

February 2006 

Overview: 

   Most online accounts are password protected, and numerous accounts like online banking, social 

media, email, etc., use username-password combination as an authentication mechanism. This 

requires users to create and remember passwords for all their accounts. Given the sensitivity of the 

information within these accounts and the potential for abuse and misuse of this information by 

others, one might suspect that users would create very secure passwords. This has not proven to 

be the case. Users consistently use weak passwords that contain meaningful personal information 

like birthdates, names of pets and children, dictionary words and so on, compromising the security 

of that passwords are intended to provide. 

 

This study assessed what practices users employ in creating and storing passwords for online 

accounts, how much users know about good password practices and what they implement by 

subjecting undergraduate and graduate students of Wichita State University students to a survey. 

 

Results showed that a clear majority of the participants (74.9%) have a set of predetermined 

passwords that they use frequently across accounts, and more than half the respondents reported 

that complexity was not varied with the nature of the site. Not too many respondents changed their 

password often either. About 85.7% reported that they mostly used lowercase letters, and fewer 
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users reported using numbers, uppercase and special characters., while about 49.8% indicated they 

used personally meaningful numbers. A considerable majority resorted to reusing passwords 

across sites, and about 15% reported they stored the password somewhere with 28.6% using the 

“remember my password” function. 

The above seemed to be the case even when the users reported to be aware of recommended 

practice practices. 

 

Methodology 

   328 undergraduate and graduate level students, ages between 18-58 years, from Wichita State 

University volunteered to participate in this survey. The students were regular users of the internet, 

with multiple accounts.  

They were administered a survey with both open ended and close ended questions. The questions 

included the following areas: 

(1) Internet usage behaviors (frequency, duration and longevity of use); 

(2) Types and number of different password protected accounts maintained; 

(3) Actual practices used in generating, storing and using passwords; 

(4) Practices believed they should use in generating and storing passwords; 

(5) General demographic information. 

 and the results were analyzed using SPSS Data Entry Builder. 

 

Conclusion: 

   The author concluded that the users were in fact, aware of recommended password practices for 

a secure account. But in-spite of this, they failed to engage in these practices themselves. 
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Relevance: 

   The relevance of this paper to the thesis is illustrated in how similar the premises of the two are. 

The author hypothesized that users were aware of the recommended password practices but didn’t 

employ them. She confirmed this by conducting a survey related to password practices, much like 

this thesis. The paper shines light on how a survey must be conducted, and helps in providing 

insight into expected results. While the paper was published over a decade before this study was 

conducted, it is still relevant as not much has changed in terms of passwords for over a few decades. 

 

Critique: 

Pros: Detailed and thorough, Results are well analyzed and presented, all aspects of password 

security covered, Clarity on expected results 

 

Cons: While the author studied the behavior of the participants, she did not delve into the reason 

behind this behavior. The scope of this study was limited. The author also did not discuss possible 

solutions to this concern. The biggest con of the paper was that the author limited her population 

to the students of Wichita State University, while she intended to gain an insight into the general 

internet user behavior. The audience could have been for varied for this sort of study. 
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B. Passwords Usage and Human Memory Limitations: A Survey across Age and 

Educational Background 

Denise Ranghetti Pilar, Antonio Jaeger, Carlos F. A. Gomes, Lilian Milnitsky Stein 

PLOS ONE 7(12)  

December 2012 

Overview: 

   Complex passwords are a must for secure accounts. While complex passwords are unique and 

hard to crack, they pose an unfortunate problem to users: they are hard to remember. A previously 

done study about human memory research shows that people remember the gist of events better 

than details. Same goes with passwords. If a password is associated with a personally meaningful 

event it is easy to remember, but if it made complex by adding upper cases, number and special 

characters, chances of forgetting the exact password increase. For this very reason users tend resort 

to bad password habits. 

In this paper, the authors explore decline of memory with age as a possible cause for weak 

password practices. They hypothesize that as the users grow older, their cognitive memory 

diminishes, reducing their ability to remember passwords. Hence, older the user, weaker the 

password. 

Results of the study disproved the hypothesis. Analysis was conducted as a function of age and 

education. While the results showed that young adults, and users with higher education levels 

tended to have longer passwords, overall 72% of the sample reported to have had problems 

remembering passwords. The memory problem was uniform across all age groups. 
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Methodology: 

   For the study, 263 individuals of varied demographics from the city of Porto Alegre, Brazil were 

surveyed using a questionnaire about passwords. They were classified into three age groups: young 

adults (18–39 years old; mean, 28.3; SD, 6.8), middle aged adults (40–64 years old; mean, 54.6; 

SD, 7.4), and older adults (65–93 years old; mean, 72.2; SD, 6.2). They were further categorized 

based on education level (no high school, high school, college level) 

Conclusion: 

   The study showed that although age did not play an important role in password habits, it did 

change as a function of education, suggesting that more educated individuals possess higher 

amounts of password uses and unique passwords. A large percentage of the sample reported to 

forgetting their passwords one or more times. 

 

Relevance: 

   This paper is extremely relevant to the current thesis for the primary reason that its result 

validates the basis of the thesis, which is that education ideally plays an important factor in 

password habits. It keeps age as a factor which provides insight into one of the parameters that 

will be studied in this thesis. 

 

Critique: 

Pros: Clear, well thought out, very specific 
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Cons: Research is done as a comparison to a previously done research with little differences 

between the two, providing little new insight 
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C. Hierarchy of Users' Web Passwords: Perceptions, Practices and Susceptibilities 

S.M. Taiabul Haque, Matthew Wright, Shannon Scielzo 

Science Direct Int. J. Human-Computer Studies 72(2014) 860–874 

August 2014 

Overview: 

   Username-passwords pairs are the most common user authentication mechanisms for online 

accounts, but it is in no way a final solution for usability or even security. As formulated by 

Wiedenbeck et al., a good password needs to satisfy  two conflicting requirements  at the same 

time: being “easy to remember” and “hard to guess”, which is a paradox for the most part. Several 

Single Sign-On (SSO) systems, such as Facebook Connect and Sign-in with Google, have been 

used to alleviate the multiple password problem, but this still represents a single point of failure. 

This paper presents three hypotheses and attempts to study them: 

1) Users mentally classify their passwords into different levels according to the perceived 

importance of the site, where financial and identity passwords sit at the top level of 

hierarchy, while content and sketchy passwords sit at the bottom level of hierarchy. 

2a). Most of the users (a) use a fixed set of passwords for sketchy sites and (b) of those that 

do, they  usually do not reuse this fixed set of passwords in their important financial or identity 

accounts.  

The results showed that users did in fact consider passwords for financial accounts as highest 

priority. But although content site passwords were considered less important, many users 

reused the content site passwords, to variations of them for their financial sites. 
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Methodology: 

   The study was conducted through a two-phase lab study using 80 UTA students, from different 

backgrounds. The first phase required participants to create passwords for websites presented to 

them, and the second phase comprised of a short survey. The passwords were then captured and 

analyzed. The authors preferred the lab study over a survey as it provides more consistent 

responses. 

8 sites were used:  

• Financial website: Chase and Wells Fargo 

• Identity website: Yahoo! Mail and Facebook 

• Content website: NY Times and Weather.com 

• Sketchy website: Dreamdeals.com and Justchill.com (hypothetically constructed sites) 

Password policy was enforced for all the test sites the same way they are enforced in the sites in 

the real world. 

The survey contained some close ended questions that required participants to reflect on the 

passwords they created, and answer questions based on them. 

 

Conclusion: 

   The results show content site passwords, although not protecting any information, are critical 

because they are often reused for financial sites. Attackers might try to crack content passwords to 

get access into financial sites. 
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Relevance: 

   This paper is relevant to the thesis. It provides perception into another area that is studied in this 

thesis, i.e., password prioritization for different types of accounts.  

 

Critique: 

Pros: Well-structured paper, detailed, methodology is described well 

Cons: Sample was very limited and constricted, a simulated environment might not provide the 

same results as a real-world environment, the survey was redundant. 
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D. Improving Password Security and Memorability to Protect 

Personal and Organizational Information 

Kim-Phuong L. Vu, Robert W. Proctor, Abhilasha Bhargav-Spantzel, 

Bik-Lam (Belin) Tai, Joshua Cook, E. Eugene Schultz 

Int. J. Human-Computer Studies 65 (2007) 744–757  

April 2007 

 

Overview: 

Password security depends on complexity of password and password creation strategies. Memory 

plays a big factor in creation of passwords and can greatly hinder secure password creation. 

Memorability and strength of passwords seems to be a tradeoff.  Many methods can be used to 

secure accounts, like MFA, permissions, but ultimately, it all depends on password strength.  

Password memorability increases when users are allowed to generate them. Also, more the number 

of passwords, the harder it gets to remember all of them. Using mnemonics also aids in 

memorability 

 

Methodology: 

Two experiments were conducted: 

Experiment: 32 Computer Science students from Purdue University were employed for this 

experiment. A java program for password creation and logging was created for this experiment. 
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Students were given a range of websites and were asked to create passwords for each of those sites. 

They had to conform to a strict set of rules like use of number and special characters. They created 

3-5 passwords for fake eBay, email and bank accounts. They were asked to take a 5-minute break 

and return. Upon their return, they were asked to log into these accounts. The time taken to 

recollect password and number of attempts were recorded. They were again asked to come back 

after a week and the same variables were recorded. 2 of the 5-account group could not recollect 

their passwords. 1 of the 3-account group failed to recollect their passwords. Most passwords had 

common dictionary words, and were weak.  

Experiment 2: A similar java program was created. Participants had to create a sentence, and 

their passwords would have the first letters of the sentence. Rules were given to the sentence, 

like 

(1) The sentence should have at least six words. 

(2) The sentence should make sense. 

(3) The sentence (and password) for each account should be unique. 

The remaining 20 participants were given those rules plus two additional rules: 

(4) The sentence (and password) should contain a special character (e.g., !, @, or#). 

(5) The sentence (and password) should contain a digit. 

Sentence generation time was longer, but passwords were more secure, and recollection time was 

shorter. 
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Conclusion: 

Many factors are taken into account for password generation. Number of trials should be increased 

with increase in password strength. More parameters must be set for password creation, like a 

special character after the first letter. 

 

Relevance: 

This paper is highly relevant to the thesis, as memory is a major cause for bad password habits. 

This paper will be used to provide suggestions. While the paper was published over a decade before 

this study was conducted, it is still relevant as not much has changed in terms of passwords for 

over a few decades. 

 

Critique: 

Pros: Very relevant, well structured, experiments were well executed 

Cons: Small sample size, suggestions were not up to the mark 
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C. National Password Security Survey: Results 

K. Helkala and T.H. Bakås 

European Information Security Multi-Conference  

May 2013 

 

Overview: 

This paper is based on the importance of educating users on password habits, and how education, 

or the lack thereof, has an impact on password creation.  

 

Methodology: 

A survey questionnaire was developed, and a survey was conducted nationwide in Norway with 

a sample of 1000. The sample was split into two: educated and uneducated, and they were tested 

on common password habits.  

 

Conclusion: 

It was found that the majority of uneducated respondents believed a good password is a 

combination of letters and numbers, which does not match the definition of NIST. Passwords are 

often reused, and that enough education is not given. 

 

Relevance: 

This paper is very relevant to the study. It is studying password habits across high and low 

literacy users, and also employs survey methodology. 
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Critique: 

Pros: Most of the parameters are discussed 

Cons: Slightly disorganized research, prone to confirmation bias, proper correlation not done  
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4. Uniqueness claim 

   After extensive research from numerous sources, it was concluded that this study has not been 

performed from this perspective. This is an issue in general that hasn’t been addressed sufficiently 

before. The paper titled “Password security: What users know and what they actually do” starts 

with the premise that internet users are aware of secure password practices but do not practice it, 

and goes on to prove it with a survey. Its sample is limited to students of Wichita State University. 

The paper titled “Passwords Usage and Human Memory Limitations: A Survey across Age and 

Educational Background”, does a similar survey as the previous paper, but focuses on the age, 

education, and memory factor. The participants were randomly picked citizens of a city in Brazil. 

The third paper that was reviewed, “Hierarchy of users' web passwords: Perceptions, practices and 

susceptibilities”, studied password practices based on the type of website in question. It studied if 

users prioritized passwords with giving higher priority to financial websites. An experimental 

method was used with 80 human subjects. 

   It is evident from literature reviewed that while the question of password practices has been 

looked into before, no one has considered surveying the section of internet users who are expected 

to know better, i.e., users in the Security industry (students, faculty, professional). This thesis aims 

to study password habits of Security professionals from around the globe starting with the premise 

that bad password practices are being employed despite being aware, and in the field of security, 

using survey methodology by using a sample size of 384. It is necessary to conduct this study in 

order to prove the hypothesis, and to bring about awareness. The publication of this thesis is 

intended to accomplish that. 
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5. Methodology 

     This research is a large scale behavioral study, the purpose of which is to confirm or deny the 

hypothesis that despite knowing better, Security literate internet users tend to use weak passwords. 

If the assumption is proved, factors influencing this behavior will be studied.  

 

     The idea was developed based on the personal experiences of the candidate, who also consulted 

with a few close peers, professionals and faculty who further confirmed this hypothesis. 

Subsequently, upon researching existing literature extensively, it became clear such practices are 

rampant among most internet users. The question of if this is a widespread issue among the 

population in question, arose. An online survey approach was used for this study. As this involves 

revealing some sensitive and personal information, the survey was anonymous. Since a large 

population is being studied, the desired results are quantitative, more than qualitative. Surveys 

provide the best results for a quantitative study. 

Focus groups and interviews would have been less successful approaches They don’t provide 

quantitative results 

1) People will be unwilling to participate since it involves revealing their password 

information 

2) Even if they obliged, they could be less than truthful for the same reason, which will not 

provide desired results for the research 

3) They are on a much smaller scale. 

4) They are prone to confirmation bias. 
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Behind the safety of anonymity of the survey, participants will be more honest with their responses, 

even when questioned about password practices, since there is no way of finding out their identity.  

Only an online survey can - 1) Handled such large sample 2) Obtained quantitative information 

through multiple data points 3) Provided the data needed to run advanced analyses such as a 

correlation and regression 4) Made respondents rank and/or rate 5) Not be subject to confirmation 

bias. [4] 

 

A. Population and sample 

   Broadly, the population being surveyed are users who are in the field of Information Security in 

some capacity, so it is assumed that all of them have multiple online accounts like email, banking, 

social media, ecommerce; and use these accounts on multiple devices.  

The population will include 

• College students studying in SUNY Polytechnic Institute and other Universities around the 

world.  

• These students must be pursuing Bachelors/Masters/PhD degrees in Network and 

Computer Security, Cybersecurity, Telecommunications, Computer Science and related 

fields 

• Faculty members from SUNY Polytechnic Institute, and possibly from other universities, 

teaching, or involved in research, in the above fields 

• Professionals working in the Information Technology industry specializing in Security 

Since the population being surveyed is quite large, it is almost impossible to even approximately 

determine the number of users associated with Security. The mathematics of probability prove that 
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the size of the population is irrelevant unless the size of the sample exceeds a few percent of the 

total population you are examining. This means that a sample of 500 people is equally useful in 

examining the opinions of a state of 15,000,000 as it would a city of 100,000.[8]. For the purpose 

of this study, a 95 percent confidence interval and a 5 percent confidence level was considered, for 

which the sample was 384. This sample was determined using this sample size calculator tool -

http://www.surveysystem.com/sscalc.htm 

The survey sample size was achieved as expected. 

This Security literate population was specifically chosen for this study for several reasons: 

1) They were security literate, which means they are expected to be more aware and better 

informed than the rest of the population. It is probably still understandable if a non-

security-literate user employs bad password habits. 

2) It is worrisome that this population takes this matter lightly. This necessitates bringing this 

issue to light by presenting the statistics of this issue.   

3) Awareness might make a difference, and a solution may eventually be found  

 

B. Questionnaire development  

   A series of 14 close ended questions was a part of this survey of the multiple choice. The 

questions will cover several topics such as demographics (age, ethnicity, gender, designation, etc.), 

password patterns (if personal information is used or not), metrics (use of upper case, numbers, 

special characters), frequency of change, factors influencing users to employ bad password habits. 

The questions were designed in a way that does not violate privacy or seem unethical in any 

manner, or make participants feel insecure, and anonymity was given utmost priority. The survey 

http://www.surveysystem.com/sscalc.htm
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was published after being approved by the thesis advisor and IRB. IRB approval was difficult to 

obtain, given the nature of the study. The IRB were concerned about the subjects of the survey, 

their identity and intentions of the researcher. Though multiple back and forth emails, amending 

the thesis and the exemption application, approval was obtained. A pilot survey was conducted to 

test the survey with a sample size of about 10% of the actual survey sample size. 

 

C. Survey logistics  

The survey was conducted online using SurveyMonkey.com. These tools generate a link that can 

be distributed on different platforms to be accessed. A controlled snowballing technique was used, 

where the survey link was made accessible mostly to the Security aware or Security literate 

population, by posting on specifically Security relevant platforms, and by sharing the link with 

this population. Respondents were not asked to provide their identity or personal details, and 

anonymity was preserved. Survey Monkey has the option turn ON Anonymous responses, and also 

turn off IP recording. This way, there is no means by which the researcher can identify or trace the 

respondents. The researcher only receives the anonymous responses and statistics, which will be 

used to study general password practices.  

Survey Monkey also has an option to generate a new Web Link after a fixed interval which helps 

make it easier to identify groups of respondents. As a precautionary measure, a custom link was 

created. This does not allow survey monkey to generate new links, hence, all respondents get a 

single link. 
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D. Delimitations 

• The study only involves population which is Security literate or Security aware. 

• The study involves population which is proven to be Security aware, i.e. users who are 

currently associated with Security in the capacity of either student, or faculty, or 

professional. 

 

E. Limitations 

• Survey methodology is almost imperative to use in this study since it is the only 

methodology that offers the veil of anonymity 

• Responses may not necessarily be accurate or honest, especially if trust factor is low. 

• Much thought, time or effort may not be put into responses, leading to less than desirable 

results 

• The number of questions should be limited, and hence the study cannot be very intensive. 

The results are solely based on a small number of questions which may not entirely reflect 

the actual behavior.  

• Since protecting the anonymity of respondents was extremely important, IP address 

recording was turned OFF for the survey. There was a possibility that a single respondent 

took the survey more than once. 

• The survey takers were mostly from a single demographic, that of the researcher. 

 

 

 



24 
 

F. Analysis  

The survey was analyzed using a combination of three tools: 

a. Surveymonkey.com inbuilt analysis tool 

b. Microsoft Excel 

c. Q Research Software (trial) 

The data was exported from surveymonkey.com to Microsoft excel, where it was thoroughly 

studied, cleaned and organized manually. 402 responses gives rise to a reasonably significant 

amount of data, and it gets disorganized when extracting from SurveyMonkey. Regrouping, 

categorizing, fixing columns were some of the steps taken to clean data. This was important for 

the analysis. 

 This was then exported to Q Research Software, where it was analyzed and studied. Q research 

software is a survey analysis tool that requires a basic training to use effectively and provides deep 

insights into survey data. The questions were all close ended. The analysis performed was based 

on some prior knowledge of the data. The insights gained during the pilot study proved helpful 

towards the final analysis. Graphs of individual questions were created to study the percentage of 

responses for each option. Some questions were studied against other questions for further 

understanding, by drawing up graphs of each question against the other. 

Some independent and dependent variables were identified for correlation- 

Independent variables: Use of identifiable personal information, use of password parameters 

Dependent Variables: Factors  
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6. Survey Analysis 

 

     The questions were structured in a way that minimized bias. This was ensured using the pilot 

study. Analysis was conducted mainly to study password patterns of IT professionals and 

determine what influences them to follow these patterns. 

Some key question that studied these patterns are: 

• How would users rate their own passwords, and are they deluding themselves? 

• Behavior when password policies are enforced 

• Usage of password managers 

• Reasons behind bad password habits (popular factors were provided as options based on pilot 

study)  

• Do demographics play a role? 

 

     Q research software(trial) and Microsoft Excel 2016 were used for analyzing the substantially 

large data. Q Research Software required a basic training to use efficiently. Detailed insights, both 

statistical and non-statistical were performed using these Software. 

     402 total responses were received, and all the respondents answered the survey completely. The 

results were analyzed both qualitatively and statistically.  

     The confidence interval was at 95% with a confidence level of 5%. Demographic information 

of respondents was collected to check if they have correlation or causation to the other factors. A 

correlation was run between all the variables, and the most significant correlations are discussed 

in the analysis. 
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  The analysis is split into two parts: Testing the hypothesis and studying the factos influencing 

bad password habits  

A. Analysis Part I: Testing the Hypotheses 

A graph was drawn for the question “The basic requirements of a strong password may consist of 

a combination of uppercase and lowercase letters, numbers, symbols, a minimum of 12 characters, 

and no identifiable personal information. For example: F$&7yA0fBfUt ("four score and seven 

years ago...", Abraham Lincoln's Gettysburg address). Based on this, on a scale of 1 to 5 with 5 

being the strongest, how would you rate your strongest password?”  

Below is a graph of strongest password rating 

                                              

Figure 1: User password rating 

As evident in the figure, a large number of respondents rated their strongest password as “4”, 

which is a satisfactory rating for password strength. Graphs were drawn up for this questions 



27 
 

against some follow-up questions on password strength to check if this rating was consistent and 

honest. 

Findings 1: Respondents’ reported password strengths contradicted with their password 

habits. 

   The results were quite intriguing. An example of a strong password was provided in the question 

against which the respondents had to compare their strongest password and rate it. The graph 

shows that 135 respondents gave their strongest password a rating of 4, which implies that they 

believe their passwords are sufficiently strong, i.e., strong enough to withstand most of the basic 

password attacks like Brute Force and Dictionary attacks. It also implies that ideally, their 

strongest password has the right combination of numbers, letters and special characters with no 

meaningful personal information. 

 

 

 

 

 

 

 

      

Figure 2: General password habits  
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The above graph of responses was tested against general password habits. 

   Out of all the respondents who rated their strongest password 4, only 19% of the respondents 

reported to have a single password across all accounts, and only 3% reported to have different 

passwords for each account. 

   The next two graphs discuss behavior when password policies are enforced.  

      

Figure 3: Behavior When Password Policies are enforced (1)                                                                                                                               

   108 (34%) of the respondents who rated their strongest passwords 4, said that when their 

institution enforces password change policies, they only slightly modify their previous passwords, 

whereas only 5% said they create a password stronger than their previous passwords. 
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Figure 4: Behavior When Password Policies are enforced (2) 

   64% (87) respondents who chose 4 stated they never change their passwords if not necessary, 

and 7% respondents who rated their password 4, said they change their password about every 90 

days. 

  The question ‘Most online accounts enforce a set of minimum requirements to ensure password 

strength, like upper case, numbers, etc. On accounts that DO NOT enforce password policies, 

which of the following do you use? (Select all that apply)’ is intended to test the behavior of users 

when not bound by policy.  

  The sample password used important parameters like uppercase, numbers, special characters, 

long passwords. If user passwords in fact deserved a rating of 4, they should ideally contain all the 

mentioned parameters. The graph for use of parameters is below 
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Figure 5: Use of Uppercase, Numbers, Special Characters 

Only 11% of the respondents used uppercase, numbers, long passwords, special characters in their 

passwords, whereas a majority of the respondents (21%) used only uppercase and numbers. 

Findings 2: Having their account compromised did not change password habits for the 

better 

When asked if users’ accounts have ever been compromised in the past, and if it has had any 

effect on password habits, 45% of the users said their accounts have never been compromised, 

and 43% of the users said their accounts have been compromised, but it has had no positive 

effect on password habits 
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Figure 6: If account has been compromised in the past 

B. Analysis II: Understanding the Factors Influencing Password 

Habits 

     A pilot study was done to find the most common factors affecting password creation, and they 

were studied on a larger scale. Trouble remembering too many long and complex passwords was 

the most popular cause for bad password habits at 77%. Trust in website was the least popular 

factor. 

The below graph shows the common reasons behind bad password practices:  
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Figure 7: Factors influencing bad password habits 

Lethargy, a false sense of security were also some popular choices. 

Findings 3: Password managers had no relationship with password habits   

Password managers are 3rd party tools that have an in-built encryption. They store passwords for 

users and can be accessed at the discretion of users. They were created with the intent to solve the 

very memory issue that was discussed in the previous question. Web browsers like google chrome 

come with password managers, so no install is necessary. 

Below is a graph describing habits while using password managers 

• 31% of respondents who said they use password managers for all their accounts have weak 

• 23% of respondents who said they do not use this feature have strong passwords 
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Figure 8: Use of password managers 

Findings 4: A large number of users use meaningful personal information and/or dictionary 

words in their passwords. 

The graph below shows the usage of meaningful personal information and/or dictionary words. 

50% of the respondents said they use meaningful personal information and dictionary words in 

their passwords 
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Figure 9: Use of Dictionary words and/or meaningful personal information 

Findings 5: Memory had the most significant correlation to bad password habits 

 

A correlation was run in order to confirm the above states analysis, that Memory was the strongest 

factor influencing password habits. Dependent and independent variables were chosen, and 

correlation was run against them to find out if the data had any significant relationships. 

• Dependent variables: use of meaningful personal information, Use of parameters 

(uppercase, numbers…) 

• Independent variables: Lethargy. Trouble remembering too many long and complex 

passwords, Perpetrators not interested, Trust in website 
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The results are below: 

Dependent variable: Use of meaningful personal information and/or dictionary words  

 
Lethargy Memory Perpetrators not 

interested 

Trust in 

Website 

p 0.1 0.14 -0.02 -0.06 

Table 1: Correlation coefficients of use of meaningful personal information against factors 

influencing bad password habits 

 

In this case, it was found that memory had a correlation of 0.14 with Use of meaningful personal 

information and/or dictionary words. Which means that as the issues with memory issues increase, 

the use of dictionary words or identifiable personal information increases. 

 
Lethargy Memory Perpetrators 

not interested 

Trust in 

Website

p -0.12 -0.20 0.1 0.03 

Table 2: Correlation coefficients of use of use of uppercase, numbers, special characters 

long passwords against factors influencing bad password habits 

 

Dependent variable: Use of Uppercase, Numbers, Special characters, Long Passwords: 

In this case, it was found that memory had a correlation of 0.14 with Use of meaningful personal 

information and/or dictionary words. Which means that as the issues with memory increase, the 

use of uppercase, numbers, and special characters decrease. 
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It was found that although the correlation coefficients were not significant, Trouble remembering 

too many passwords had the highest positive or negative correlation to the dependent variables. 
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7. Conclusion 

     This thesis was intended to prove the hypothesis that in-spite of knowing better, security literate 

individuals practice bad password habits, and then to determine what factors contribute to these 

habits. A comprehensive survey was designed and distributed using controlled snowballing 

techniques to internet users in the IT industry. Through this survey and its analysis, it was shown 

that a high number of users in the Information Security industry resort to bad password habits 

despite knowing better. Memory issues were the largest cause for bad password habits. Users 

seemed to have trouble remembering multiple passwords across accounts. A good solution to that 

would be password managers, but many of the respondents claiming that they did not trust the 

Remember my Password feature, but they still used weak passwords. There is a widespread 

practice of reusing passwords across websites, irrespective of the nature of the sites. Demographics 

does not play a major role in determining password habits, which means these practices are age, 

gender, ethnicity no bar. 

     The study goes on to prove how widespread this pattern is, with memory issues being the largest 

factor for these practices. In this day and age, with the biggest companies coming under the radar 

for security breaches, it becomes our responsibility to ensure account safety. While it is also the 

responsibility of the website to ensure account security, reusing passwords across websites is bad 

practice on the part of internet users. Even if a secure banking website can protect users in spite of 

weak passwords, if another website with lower security gets hacked, that password can easily be 

used to access the banking sites. 
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The following indicate known good password habits. 

1) Usage of uppercase, numbers, special characters 

2) Sufficiently long passwords 

3) Completely random, i.e., no dictionary words and no identifiable personal information 

4) Not storing the password in places easy to discover 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



39 
 

8. Suggestions to Improve Account Security 

 
1) Use two-factor authentication.  

     There are three ways to authenticate, also known as Multi-Factor Authentication (MFA): 

Something you have, something you are and some thing you know. Most websites like email and 

banking have the option of using 2FA which requires users to key in a code that gets sent to their 

smartphones at every long-in attempt 

2) Use secure password managers.  

    While memory can be an issue, especially when periodic password change is necessary, there 

may be ways to mitigate this by using the remember my password feature on a trusted web browser 

on personal computers. Generally, additional layers of security are in place for these softwares. 

3) Avoid using public networks for the risk of having passwords sniffed 

Public networks are not encrypted. If a perpetrator is on the same network as user, they can register 

passwords using basic packet sniffing tools. 

4) Use public key authentication 

Creating passwords from hard to guess phrases, old speeches make for good passwords, as they 

are hard to guess and harder to crack.  
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9. Recommendations for further study 

• Conduct a focus group to compare and corroborate with the survey 

In focus groups, users may not be completely honest about password habits. The results of 

such a study can be compared to the survey for better analysis 

• Develop advanced authentication that goes beyond text passwords 

Easier to use session keys, pictures, faster biometrics among others can be developed and 

suggested to replace passwords. 

• Spread awareness on risks faced 

As seen in the results of this thesis, bad password habits are commonplace among even the IT 

community. If users are made aware of how widespread the issue is, they can understand the 

risks and better password habits. 
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10. Existing password replacement technologies 

Account security is a two-way street. While it is expected of a user to use good password habits, 

it is also important for software companies to move away from ancient authentication mechanisms 

from passwords. Below are some technologies currently being developed to better authentication. 

Biometrics: 

Companies are developing innovative means to replace passwords using biometrics. Some 

companies use a combination of unique human body aspects apart from mere finger print or iris 

scan, like movement, pulse, ears etc.  

While this sounds like a promising technology, it also provides for a single point of failure. These 

can prove for better authentication when combined with passwords. 

Key storage device 

Google is developing a USB device that can used to log into any account by plugging into the 

device in use. If kept securely, it cannot be hacked or is not prone to brute force. But if stolen, it 

can compromise a lot more than password theft.  

The new framework recommendations: 

    NIST is now in the process of finalizing 800-63-3: Digital Identity Guidelines, and it has made 

some long overdue changes when it comes to recommendations for user password management. 

• Remove periodic password change requirements 

This is one that legions of corporate employees forced to create a new password every month 

will surely be happy about. There have been multiple studies that have shown requiring 
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frequent password changes to actually be counterproductive to good password security, but 

the industry has doggedly held on to the practice. Hopefully, these new recommendations 

will change that. 

• Drop the algorithmic complexity necessary so far 

No more arbitrary password complexity requirements needing mixtures of upper case letters, 

symbols and numbers. Like frequent password changes, it’s been shown repeatedly that 

these types of restrictions often result in worse passwords. 

• Require screening of new passwords against lists of commonly used or compromised 

passwords 

One of the best ways to increase the strength of users’ passwords is to screen them against 

lists of dictionary passwords and known compromised passwords. 

The reasoning behind this is, that while usage of Uppercase, numbers, special characters might 

seem to make accounts more secure, it is a matter of mere substitutions for systems to crack 

passwords while making it more difficult for users to remember them. But use of sentences that 

are generally easier to remember for users take longer for systems and general brute force 

algorithms to crack given the number of characters. 

The faster the internet adopts the new framework; the more secure user accounts get. 
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Appendix 

A. Survey Questionnaire 

Hello, my name is Namrata Mahesh, I am a graduate student in Network and Computer Security 

at SUNY Polytechnic Institute. The following survey is a part of my Masters thesis, which is a 

study of password habits. It should take about 4-5 minutes. 

The responses to this survey are completely anonymous, and there is no means by which the 

respondents are personally identifiable. Survey Monkey has the option to turn on Anonymous 

Responses for all the means by which the survey can be distributed. IP addresses of respondents 

are NOT recorded in this survey. I have taken efforts to ensure the questions are structured such 

that they are not too intrusive, and do not compromise respondents in any manner. The purpose 

of this survey is to merely observe password habits of different groups of people. I will not in 

any way, attempt to identify individuals. 

Also, responses to any question is completely optional. 

 

If you have any questions or concerns, email me at maheshn@sunyit.edu. Also email me If you 

are interested in the results of the survey, I will send you a copy of the completed report. 

 

1. Are you a part of the IT field? i.e., do you currently work, 
study, or teach in the Information Technology field? If yes, 
broadly, which among the following best describes your 
profession? w 

Networking 

Information Security/Cybersecurity 

Software Development 

IT Support 

Other IT Fields 

Not in the IT industry 

2. What is your age group?  
18-25 

26-40 

41-50 

51-60 

60+ 
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3. What best describes your gender?  
Male 

Female 

Other 

4. What best describes your ethnicity?  
Hispanic or Latino 

Caucasian American 

African American 

European 

South Asian (Indian Subcontinent) 

South East Asian 

Middle Easterner and North African 

African 

Two or more 

Other (please specify) 

 

5. Which of the following password practices apply to you?  
I have a different password for each of my accounts 

I have a single password for all my accounts 

I have a single weak password for all of my less important accounts, and a single strong 
password for all of my more important accounts 

I have a single strong password for all of my less important accounts, and a different 
strong password for each of my important accounts 

I have a different weak password for each of my less important accounts, and a single 
strong password for all of my more important accounts 

6. Most online accounts enforce a set of minimum 

requirement to ensure password strength, like upper case, 

numbers, etc. On accounts that DO NOT enforce password 

policies, which of the following do you use? (Select all that 

apply)  
Uppercase 
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Numbers 

Long passwords 

Special characters 

None of the above 

7. Do you often use meaningful personal information (eg 

birthdates/anniversaries, names of pets or loved ones, street 

names, favorite bands, colors) and/or dictionary words (eg 

redvelvetcheesecake) in your passwords?  
Yes 

No 

Sometimes 

Other (please specify) 

 

8. The basic requirements of a strong password may consist 

of a combination of uppercase and lowercase letters, 

numbers, symbols, a minimum of 12 characters, and no 

identifiable personal information. For example: 

F$&7yA0fBfUt ("four score and seven years ago...", Abraham 

Lincoln's Gettysburg address). Based on this, on a scale of 1 

to 5 with 5 being the strongest, how would you rate your 

strongest password?  
1 

2 

3 

4 

5 
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9. Some websites and organizations enforce regular 

password change policies. When not bound by policy, how 

often do you voluntarily change your password?  
About once a month 

About 90 days 

Once a year 

When I remember to 

Never 

Other (please specify) 

 

10. When password policies for password strength (upper 

case, special characters, numbers) are enforced by the 

institution or organization you belong to, which of the 

following practices do generally you follow?  
Create a password stronger than your previous password 

Only slightly modify your previous password 

Create a password that is weaker and easy to remember  

Other (please specify) 

 

11. Do you use the "Remember my password" feature on 

your browser to store your passwords? If yes, does this 

encourage you to use stronger passwords?  
Yes, you use the feature, but your passwords are still weak 

No, you don't use the feature, yet you use very strong passwords 

No, you don't use the feature, and your passwords are weak 

Yes, you use the feature and hence you use very strong passwords 

12. If you answered "Yes" for the previous question, how do 

you use the Remember my Password feature?  
For all accounts 
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Only for important accounts 

Only for less important accounts 

I answered NO 

Other (please specify) 

 

13. Has your account has ever been compromised in the past 

(for example, have you ever received an email from 

Facebook saying someone logged into your account from 

some other part of the world)? If yes, has it changed your 

password habits?  
Yes 

No 

Never been compromised 

14. Following are a list of reasons why an individual may 

resort to undesirable password habits. Choose the ones that 

apply most to you. (Select all that apply)  
Lethargy 

Trouble remembering too many long and complex passwords 

Perpetrators may not be interested in breaking into my account 

The website has sufficient security measures in place, strength of password does not 
matter 

Other (please specify) 
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B. Application for Exemption 
 

SUNY Polytechnic Institute Institutional Review Board  
  

Application for Determination of Research Exemption Status Form  

 
Research may be exempt from IRB review if the activities involve no more than minimal risk, 

and the only involvement of human subjects falls within one or more of the exemption categories 

listed below.  Research that does not fulfill the ethical principles of the Belmont Report will not 

be considered exempt.  

  

1. Respect for persons –Individuals should be treated as autonomous agents, and persons with 

diminished         autonomy are entitled to protection.  

2. Beneficence – Minimize risk and maximize benefit.  

3. Justice – Risks and benefits of research must be distributed fairly.  

  

Use this form to identify the category of research which may qualify for exempt status. Submit 

the completed form electronically to irb@SUNY Poly.edu. Scan, fax (315-792-7278), or submit 

a paper copy of the required signatures to Michael Manning, Rm B219 Kunsela Hall.    

  

NOTE: The following research cannot be exempt:  

• Research involving prisoners  

• Research involving survey or interview of children  

• Research involving the observation of public behavior of children unless the 

investigators do not participate in the activities being observed.  

  

Instructions: Please complete the information in sections A, B and C below.   

  

Section A  
Principal Investigator Name – Namrata Mahesh 

  

Principal Investigator 

Signature________________________________________________________  

  

Student Researcher Name – Namrata Mahesh  

  

Student Researcher 

Signature__________________________________________________________  

 

Student Faculty Advisor Name – Dr. Larry Hash 
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Student Faculty Advisor Signature  

  

Title of Research Project – A Study of Password Habits of Security Literate Internet 

Users  

  

  

For IRB Use Only            ☐      Accepted, 

Exempt Category       

☐     Denied, Reason      

  

1st Reviewer Signature _____________________________________  

Date__________________________________ 2nd Reviewer 

Signature_____________________________________  

Date__________________________________  

Application for Determination of Research Exemption Status Form (cont.)  

 

Section B  

To be eligible for exemption, ALL of the research activities for the project must fit into one or 

more of the six categories listed below.  

  

Indicate by checkmark which of the following categories describes the research project:  

  

☐ 1. Research conducted in established or commonly accepted educational settings, involving 

normal educational practices, such as  

• Research on regular or special educational instruction strategies, or  

• Research on the 

effectiveness of or the 

comparison among 

instructional techniques, 

curricula, or classroom management methods (45CFR46.101(b)(1))  

  

☐  2.  Research involving the use of educational tests (cognitive, diagnostic, aptitude, 

achievement) survey procedures, interview procedures or observation of public behavior, unless  

• Information obtained is recorded in such a manner that human subjects can be identified, 

directly or through identifiers linked to the subjects; AND  
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• Any disclosure of the human subjects responses outside the research could reasonably 

place the subjects at risk of criminal or civil liability or be damaging to the subjects’ 

financial standing, employability, or reputation. (45CFR46.101(b)(2))  

  

☐ 3.  Research involving the use of educational tests (cognitive, diagnostic, aptitude, 

achievement), survey    procedures, interview procedures, or observation of public behavior that 

is not exempt under paragraph 46.101(b)(2) if:  

• The human subjects are elected or appointed public officials or candidates for public 

office; or   

Explanatory Note (OHRP Guidance):  Includes officials appointed by the state-mayor, 

governor, school superintendent/board members, police chief. Does NOT include public 

employees such as teachers or police officers.  

• Federal statutes require without exception that the confidentiality of the personally 

identifiable information will be maintained throughout the research and thereafter. 

(45CFR46.101(b)(3))  

Explanatory Note (OHRP Guidance):  Applies to data collected for specific federal 

programs – DOJ; Institute of Education sciences including National Center for 

Education Statistics of the US Department of Education.  

  

☐ 4. Research involving the collection or study of existing data, documents, records, 

pathological specimens, or diagnostic specimens, if these sources are publicly available or if the 

information is recorded by the investigator in such a manner that subjects cannot be identified, 

directly or through identifiers linked to the subjects.  

(45CFR46.101(b)(4))  

Explanatory Note ( OHRP Guidance Sheet):  The following criteria must exist:  

A. Data must exist PRIOR to research proposed to IRB for determination.   

B. There can be NO direct or indirect identifiers (demographic information.  

  

☐ 5. Research and demonstration projects which are conducted by or subject to the approval of 

department or agency heads, and which are designed to study, evaluate, or otherwise examine  

• Public benefit or service programs  

• Procedures for obtaining benefits or services under those programs  

• Possible changes in or alternatives to those programs or procedures; or  

• Possible changes in methods or levels of payment for benefits or services under those 

programs. (45CFR46.101(b)(5))  
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02/06/17       Page 2 of 3  Application for Determination of Research Exemption 

Status Form (cont.)  

 

Definition:  Department or Agency head means the head of any federal department or agency; 

or any other office or employee of any department or agency to whom authority has been 

delegated.  

  

Explanatory Notes (OHRP Guidance):  The following criteria must be satisfied to be exempt:  

A. The program under study must deliver a public benefit (financial or medical 

benefits as provided under                                      the Social Security Act ) or 

service (social, supportive, or nutrition as provided under the Older                                  

Americans Act .                

B. The research/demonstration project must be conducted pursuant to specific 

federal statutory                                    Authority.  

C. There must be no statutory requirement that the project be reviewed by an IRB.  

D. The project must not involve significant physical invasion or intrusions upon the 

privacy of                      participants.  

E. The funding agency must concur with the exemption.  

  

☐  6.  Taste and food quality evaluation and consumer acceptance studies,  

• If wholesome foods without additives are consumed or  

• If a food is consumed that contains a food ingredient at or below the level and for a use 

found to be safe, or agricultural chemical or environmental contaminant at or below the 

level found to be safe, by the Food and  

Drug Administration or approved by the Environmental Protection Agency or the Food 

Safety and Inspection Services of the US Department of Agriculture. 

(45CFR46.101(b)(6)   

Section C  

1. Please describe the nature of the research project. Include a sufficient level of 

detail so that the IRB may make a determination about the nature of the 

interaction with human subjects. Please be specific about which of the above 

criteria you are applying to your research activities in order that the SUNY POLY 

IRB may make a determination that the research is exempt.  

 

Most online accounts consist of one basic layer of security and authentication: the username and 

password. A perpetrator would have to guess the password to log into an account, or use some 

hacking algorithm like a dictionary attack or brute force attack. The weaker the password, the 

easier it is to break into an account This research is aimed at Network and Information Security 
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literate users like professionals, students and faculty, who are expected to know better, and hence 

are fully aware of the threats and vulnerabilities Internet accounts are subject to. Various 

literatures prove, and some users admit to practicing bad password habits like using weak 

passwords for some, or all their accounts, and reusing a single password across accounts, despite 

being fully aware of the risks involved. Through this thesis, password habits of the 

aforementioned population will be studied, and factors influencing bad password behavior will 

be surveyed and discussed. Awareness will be created on the dangers of weak and reused 

passwords through research. 

 

This research is a large scale behavioral study using survey methodology, the purpose of which is 

to confirm or deny the hypothesis that despite knowing better, Security literate internet users tend 

to employ bad password habits. And If so, factors influencing this behavior will be studied.  

 

This is a unique research. While password habits have been studied previously, the above-

mentioned hypothesis involving the Security literate population has not been tested before. This 

can be confirmed as sufficient literature has been researched and reviewed with regard to the topic 

of password security and password habits. 

 

The survey consists of 14 questions, mostly close ended. Questions were formed using 

researcher and peers’ real life experiences and existing literature. Care was taken to structure 

questions such that respondents do not feel threatened about sensitive data, or in a way that they 

cannot be traced. A pilot survey was conducted to test the survey with about 20 participants who 

were closely acquainted with the researcher. Feedback was taken from these respondents on 

various arears like: 

a. If they felt threatened or offended in any manner answering any questions 

b. If the questions are better off structured differently 

c. If there are any areas left to be surveyed 

d. Comprehensiveness of the survey 

e. If the options are appropriate and politically correct 

 

Their feedback, along with invaluable suggestions from Dr. Hash was incorporated into the 

survey and it is now in final form. 

 

The results of the survey will be analyzed using IBM SPSS. Every dependent variable will be 

compared to every independent variable, giving rise to a number of graphs that will provide a 

deep insight into the study. These results will be published in the survey. 

 

The criteria being applied to for exemption is Criteria 2 for research involving the use of 

educational tests (cognitive, diagnostic, aptitude, achievement) survey procedures, interview 

procedures or observation of public behavior 
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2. Describe the subject population, such as number to be enrolled, age range, gender, 

ethnic background and health status.  Include how the population will be 

recruited.  Identify inclusion and exclusion criteria.  

 

Broadly, the population being surveyed are users from around the world, who are in the field of 

Information Security in some capacity (as shown below), so it is assumed that all of them have 

multiple online accounts like email, banking, social media, ecommerce; and use these accounts 

on multiple devices.  

The population will include 

• College students studying in SUNY Polytechnic Institute and other Universities around the 

world.  

• These students must be pursuing Bachelors/Masters/PhD degrees in Network and 

Computer Security, Cybersecurity, Telecommunications, Computer Science and related 

fields 

• Faculty members from SUNY Polytechnic Institute, and possibly from other universities, 

teaching, or involved in academic research, in the above fields 

• Professionals working in the Information Technology industry specializing in Security 

• Duration and capacity of professional involvement will also be considered 

• Population will be of age 18+, regardless of gender, ethnicity, and health status, although 

gender and ethnicity of users will be considered for the purpose of using them as 

independent variables to create a correlation. They are necessary to study factors. 

 

This study targets individuals involved in the field of Information Technology like students, 

faculty and professionals. These individuals are expected to be more aware of the threats faced 

by an online user, and hence are “Security Literate”. As the hypothesis states, even though the 

population knows better, they tend to employ undesirable password habits. If the hypothesis is 

proven true, the results of this research will benefit the targeted population by raising awareness 

of a widespread habit that is undesirable. Ways to mitigate this habit will be discussed. Possible 

alternatives that can be employed in day to day life will be suggested. 

 

Since the population being surveyed is quite large, it is almost impossible to determine the 

number of users associated with Security. For the purpose of this study, a 95 percent confidence 

level and a 5 percent confidence interval will be considered, for which the sample will be 384. 

This number was obtained using the following link: 

 

https://www.surveysystem.com/sscalc.htm 

 

The survey will be conducted online using Survey Monkey. A Survey Monkey license was made 

available to me by the university. The survey will be distributed via a customized link. A 

controlled snowballing technique will be used, where the survey link will be made accessible 

mostly to the Security aware or Security literate population, by posting on specifically Security 

relevant platforms online, and by sharing the link with this population. The link will be shared 

with contacts of the candidate, and an email will be sent out to the IT population of SUNY Poly. 

 

3. Describe any potential risks – physical, psychological, social, legal or other risks.  

https://www.surveysystem.com/sscalc.htm
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There are no potential risks for this research. The survey is anonymous, so none of the 

respondents will be at the risk of revealing any personally identifiable information. The questions 

have been carefully structured and constructed in a way that is not intrusive and does not require 

respondents to reveal specific information. The survey aims to study password habits of various 

groups of people in the IT field at large. 

 

4. Provide a description of how information acquired during your project will be 

managed and how confidentiality will be safeguarded.  

 

Surveymonkey.com was used to create the survey. The survey is shared with the population by 

posting a link on public platforms and by sending out emails, where it will be accessible to a 

large number of users. Respondents will not be asked to provide their identity or personal details, 

and anonymity will be preserved. Survey Monkey has the option turn ON Anonymous responses, 

and also turn off IP recording. This way, there is no means by which the researcher can identify 

or trace the respondents. The researcher only receives the anonymous responses and statistics, 

which will be used to study general password practices.  

Survey Monkey also has an option to generate a new Web Link after a fixed interval which helps 

make it easier to identify groups of respondents. As a precautionary measure, a custom link was 

created. This does not allow survey monkey to generate new links, hence, all respondents get a 

single link. 

The following link explains how a researcher can make responses anonymous. All steps 

mentioned in this link have been followed. 

 

https://help.surveymonkey.com/articles/en_US/kb/How-do-I-make-surveys-anonymous 

 

While turning off IP recording protects identity of respondents, it does not ensure a respondent 

takes the survey only once, as the link can be clicked on more than once. It is a tradeoff. 

Anonymity and integrity of respondents was given priority, as it is of a greater concern. 

However, as a controlled snowballing technique is being used, the responses are expected to be 

valid. 

 

5. If a survey is to be used, please provide a copy of the survey instrument.  

 

The following is a link to the final form of the survey 

https://www.surveymonkey.com/r/passwordhabits 

 

 

 

https://help.surveymonkey.com/articles/en_US/kb/How-do-I-make-surveys-anonymous
https://www.surveymonkey.com/r/passwordhabits
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