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Introduction
 Supervisory control and data acquisition (SCADA) is a system of software and hardware elements that allows industrial organizations to: Control industrial processes locally or at remote locations.

Monitor, gather, and process real-time data.

 The rapidly increasing connectedness between control system and IT networks is driving concern over the security of what had traditionally been closed systems.

 The Goal of the research is to increase the security of a SCADA system by reducing the attack exposure time.

 Deception technology creates decoys of systems which are mixed among and within existing SCADA resources to provide a layer of protection and for early detection and prevention of the attackers

that have penetrated the network.

Current Security overview and 
challenges

Lateral Movement of Attacker

Time based security

Detection time(Dt)

SCADA – Why the emphasis?

 Deception technology provides for the broad scale

deployment of decoy system that are interconnected with

the enterprise’s real resources. The decoy appear identical

in every way to the organization’s real assets.

 Virtualization and machine learning really allows us to scale

and solve the problem of managing these decoys.

 Derived from Exposure time(Et) which is compiled based on Detection

time(Dt) and Response time(Rt).

 The Main challenge is to guarantee the AVAILABILITY of

the SCADA system and the early DETECTION of the

adversarial act.

 The EXPOSURE time is too great meaning hackers are

offered a dwell time to complete their attack.

 The M-Trends 2018 reports states that time to detection

averages 101 days and typical time to compromise

continues to be measured in minute.

 According to IBM Managed Security Services (MSS) data,

attacks targeting industrial control systems (ICS)

increased over 110 percent in 2016 over last year’s

numbers, as of Nov. 30

 Great challenge is to Minimize the impact for legitimate

traffic, while maximizing the effectiveness of the

defense strategy.

 In future, Endpoint Detection and Response (EDR),

Threat Intelligence Platforms (TIP)and Attack forensic

used along with Deception technology can mitigate

against the Advanced Persistent Attacks and Zero-day

Attacks.

 Cyber-attacks in the Automated industries may cause

cascading failures over large areas of operation.

 The economic impact of these attacks is very high such as

the economic impact on the North American blackouts in

2003 which was more than 10 billion US dollars

 Increased number of Cyber-attacks on a number of

nuclear power plants across the USA
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 Key to early detection is the authenticity and attractiveness of the
deception to the attacker.

 Decoys are built with real OS, real applications and data deceptions and
ability to run as a production asset.

Response time (Rt)
 Incident response can be accelerated by analysing attacker tactics,

techniques and procedure(TTP) used by the attacker to leverage the decoy
systems.

 Automatic incident response, threat intelligence and forensic evidence
capture can be achieved through third party software like OSSIM.

Deception Technology Challenges and Future 

Conclusion

Proposed Architecture of SCADA System

Exposure time(Et)
Et ∝ Dt and Rt

Experimental setup and Evaluation

 We deployed a small SCADA network made up of
Modbus master that supply values to the Modbus slave.

 In our experiment we evaluated:
a. Difficulty for an attacker to identify the real systems.
b. Increased risk for an attacker to get detected.
c. Incident response from the decoy Modbus Master.
 Given below is the action and observation of the

attacker machine in our experiment.

Figure: 5
 The attacker was not able to identify that the attack

performed was on a Decoy Modbus Master and Slave.
 As soon as the value of the register changes Suricata

based HIDS gives an alert

In this poster we introduced an efficient method to
reduce the attack exposure time in a SCADA system.

By injecting decoy PLCs, HMIs and servers in the SCADA
system, we will be able increase the chance of attacker
getting detected early.

Deception technology along with current security
mechanisms will be beneficial for Defense-in-Depth
Strategy.
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