
Comparing Pre-Built Hypervisors

ABSTRACT

There are a lot of Hypervisors out there, from almost every developer. 

VMWare isn't the only option anymore, with free and open-source 

hypervisors everywhere now. However, in terms of usability, building a 

system from scratch is something that only advanced users should 

attempt.

I decided that I should compare the most popular hypervisors to each 

other and see if there was actually any differences in performance. The 

original list ranged from open-source-based options to Microsoft, 

VMWare, and Solaris, but eventually, I settled on four that were easily 

accessible, widely used, and free. The final list for testing is:

• Proxmox VE 4.5

• XenServer 7

• Hyper-V Server 2016

• Vmware vSphere/ESXi

In the past, I had used XenServer and Proxmox for the SUNY Polytechnic 

Institute Network and Computer Security (NCS) Club's  network, one of 

my jobs at Paul Smith's College involved the use of their vSphere cluster 

and scoping out potential replacements, and I had also used Proxmox, 

XenServer, and Microsoft's Hyper-V personally before starting this 

project.

BACKGROUND

Hypervisors are the operating systems that manager how a virtualization 

cluster operates. There are several well-known options out there, 

including software like Oracle’s Virtualbox, VMware’s vPlayer, and 

Microsoft’s Hyper-V, along with open-source solutions such as oVirt and 

OpenStack.

These solutions usually run on top of another operating system, such as 

Windows or Linux. Instead of doing that, these pre-built hypervisors are 

built so that they don’t need another program and be installed straight on 

to hardware.

What these special operating systems do is take the software and integrate 

it with tools that manage the operating systems and what runs on it. This 

usually allows for functions such as pooling and clustering, where 

multiple servers are joined together and work as one unit.

Most modern operating systems, including all Windows platforms and 

some specialized Linux operating systems, virtualize or containerize their 

programs to isolate them from other operating system components. This 

allows Windows platforms to launch a previous version of the kernel for 

backwards compatibility, or simply separate a potentially vulnerable 

program from the rest of  the computer’s files. This process is known as 

“sandboxing”.

Virtualization is a very important technology in the modern datacenter, 

allowing thousands of systems to be run on comparatively little hardware, 

or for Virtual Provisioning Services such as Amazon Web Services or 

Digitalocean to sell space on their clusters for businesses to buy.

Taylor Chien1

1SUNY Polytechnic Institute

MATERIALS

Materials

 This project utilized six Dell PowerEdge 860 Servers, each with 4 

GB of RAM and a dual-core Intel Xeon 3050 processor

 Two of the servers, which would be used for storage, were 

equipped with two 750 GB Hard Drives

 The other four servers, which were the actual systems used for 

benchmarking, were given two 80 GB Hard drives of the same 

type and generation

 Other devices used in this test were a Dell Vostro 220s running 

Ubuntu Desktop, a desktop for Windows 10, and a Cisco router and 

switch

Extra Servers

 The two servers with 750 GB Hard Drives would be used for storage

 One server is the iSCSI target for the network

 Each hypervisor has access to a single target and LUN of 100 GB, 

where the virtual machine’s drives will be stored

 Two other storage shares will be for ISO images, one with SMB 

and the other with NFS

METHODS

Guest Operating Systems

 Two operating systems were chosen to be the guests due to the 

potential speed boost from Paravirtualization on various hypervisors

 Debian Jessie and CentOS 7 were the guests of choice due to their 

use as bases for two of the hypervisors

 Each will be given a 10 GB hard drive and 1 GB of RAM when 

virtualized

Benchmarks

 There will be several benchmarks run on each guest system, each 

repeated three times with a minute pause between the cycle of tests

 iPerf to a device local to the network

 A Sysbench CPU test with a max prime of 20,000

 A Sysbench disk test with a file of 5 GB

 Three Sysbench memory tests with a total size of 10 GB, but with 

segments of 1 GB, 1 MB, and 1 KB respectively

 An OpenSSL speed test, recording the data for MD5, SHA1, 

AES-256 CBC,  SHA512, and the sign/s and verify/s fields of 

RSA 4096

Stages

 Stage 1: Control

 Install Debian and CentOS straight onto the servers with their 

disks in RAID 1 and run all benchmarks

 Stage 2: Hypervisor comparison

 Install the hypervisors and document the installation process

 Stage 3: Benchmark guests

 Install Debian and CentOS on the Hypervisors along with any 

tools and run benchmarks

 An automated script will generate and upload the data to a core 

server when completed

CONCLUSION SO FAR

▪ Do not use ancient dual-core CPUs to test virtualization

▪ Debian was not the ideal choice for benchmarking. Ubuntu is a much more 

popular operating system, and is much more used in production
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HYPERVISORS TESTED

For Scored Items: 4 = Worst, 1 = Best

Test Proxmox VE XenServer Hyper-V vSphere

Underlying Operating 

System

Debian Jessie CentOS 7 Server 2016 

Minimal

AIX

Underlying Virtualization 

Technology

KVM Xen Hyper-V Proprietary

RAID Options ZFS RAID - - -

Installation Ease 3 2 1 4

Installation Features 1 3 4 2

Web Management Yes - - Yes

Management Tool - Windows Windows Windows

Ease of Management 2 1 3 4

Adding and Managing 

Users

1 2 4 3

Network Management 

Simplicity

4 1 2 3

Network Management 

Features

1 3 4 2

Virtual Switch 

Technology

Linux Bridging Open 

vSwitch

Proprietary Proprietary

Storage Management 2 1 4 3

iSCSI Support Yes Yes Through OS Yes

iSCSI Support Method LVM on disk vDisk

Storage

Mounted 

Disk

vDisk

Storage

NFS Support Yes ISO Only - Yes

SMB Support Yes ISO Only Through OS Yes

Integration Tools Offered For Windows Yes Yes Yes

Templates Yes Yes - Yes

Updates Subscription 

Only

Free Windows 

Updates

Subscription 

Only

Community Support 2 1 4 3

Open-source API used - XAPI - -

Third-party programs - Xen 

Orchestra

- -

Operating System Access Unrestricted Unrestricted Unrestricted -

Package Manager 

Access1

Yes Read-Only - -

Installation Options .deb .rpm - -

CURRENT RESULTS

Ongoing Research

 The project is currently in the process of being completed, but here are some 

results so far

 The control data was made irrelevant after a later issue with one of 

servers resulted in massively different results between Debian and 

CentOS, caused by a software RAID configuration overlapping with 

LVM’s tasks on CentOS

 Hyper-V cannot run VMs due to the Xeon 3050 not supporting SLAC, 

which Hyper-V requires to operate

 VMware drops the iSCSI connection that hosts the hard drives of its 

VMs at random points, sometimes causing massive issues

 Proxmox is currently experiencing an issue where the Debian machine 

will remount the root disk as read only in the middle of the disk test, 

mostly likely caused by the thin-provisioning that Proxmox uses by 

default

Expected Results

 When the tests are completed, they are expected to show CentOS 

performing better on XenServer, while Debian performs better on Proxmox

due to paravirtualization

 Vmware is expected to win the overall speed tests due to their extensive 

optomizations

 Hyper-V is expected to break again

REFERENCES

Hypervisors

▪ Proxmox - https://www.proxmox.com/en/

▪ XenServer - https://xenserver.org/

▪ Hyper-V Server 2016 - https://technet.microsoft.com/en-us/hyper-v-server-

docs/hyper-v-server-2016

▪ VMware vSphere - http://www.vmware.com/products/vsphere.html

1About the Package Managers

Proxmox: Standard Debian packages are available, Proxmox packages 

require a subscription for the server.

XenServer: Yum is available but packages cannot be installed without 

modification. This is because the operating system is actually a VM 

on its own, and changes to any of the components using yum can 

break the entire hypervisor. Updates are done through the 

management utility, which copies files to the server, unpacks them, 

and moves the contents where they needs to go.

Windows Server: While services can be installed, the minimal nature of 

the operating system and the lockdown of the operating system 

means that very few roles and features are available. Even the GUI 

is removed from the available options.

ELIMINATED TESTS

▪ Benchmarking FreeBSD 11 and Windows Server 2016, as sysbench

wouldn’t work the same way on Windows Server, and the script for 

performing the tests was written for Bash.

▪ Benchmarking Proxmox and XenServer. Package manager issues, and the 

inability to run the tests on Hyper-V and vSphere killed this benchmark.

▪ Testing pooling/clustering of multiple servers. This ended up taking up too 

much time out of an already crammed schedule. vSphere’s licensing and 

Hyper-V’s inability to run VMs on the current hardware killed this test.
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