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ABSTRACT  

In this thesis, we envisage an opportunistic Multi-Agent System (MAS) system in Health Care 

Domain by using wearable and ingestible body sensors. This thesis develops an integrated and an 

emergent normative logical collection, computation and communication architecture providing a 

foundation plane for a total healthcare system based on Body Area Network sensors under the 

supervision of a physician or a team of physicians. Such an online healthcare system as yet does 

not exist; this thesis anticipates the necessary framework an online healthcare system need to 

proceed in the near future. 

The thesis is centered upon the notion of an anomalous system state that may arise owing to 

temporal anomalous behavior of one or more locally monitored state variables. The system that is 

envisaged in this thesis is an anomaly-driven event-oriented system triggering doctor’s office for 

further action if and when such a system enters into a state of anomaly. 

The data is constantly monitored for anomalous pattern by an ‘Intelligent Server’ which intimates 

the user’s physician upon receiving an anomalous data like sudden drop in blood pressure, pulse 

and other vital statistics. The physician then alerts the patient of a declining reading, or calls for 

emergency services and decides if the patient needs to be admitted in the hospital. We discuss our 

proposed system architecture for the same.  
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CHAPTER 1 

 

1. Introduction 

 

1.1  Overview 
 

Recently, on March 14, 2017, IEEE Systems, Man and cybernetics section sent solicitation to its 

members for original technical papers for its ICCT2017 (International Conference on Companion 

Technology) to be held at Ulm, Germany, this year. It offered a description of this new field 

companion technology as “... an emerging field of cross-disciplinary research that aims at a 

paradigm shift in human-technology interaction. It enables technical systems of any kind to 

smartly adapt their services to the individual needs of users, their current requests, situation, 

emotion, and disposition. Companion Technology covers and combines trans-disciplinary research 

in fields such as computer science and artificial intelligence, cognitive science, engineering, 

psychology, and neurobiology.” And, its offered list of topics of interest included an application 

area broadly identified as health and elderly care [54].  

 

This thesis, too, aims at a companion technology topic: Online healthcare system from a 

futuristic point of view. A healthcare is about total care; it is about an integrated care a person 

could receive if she could procure for herself the best healthcare option promising to keep her well 

with minimum negative impact to her quality of life. With the advent of Internet of Things (IoT), 

the rush is on for an affordable total healthcare; and insurance companies, too, seeing benefit for 

them, are keen to force the physicians to opt for it if one were to be coming. Normally, our 

healthcare system as it stands currently is primarily a reactive one; we pay visit to our physicians 

usually when we are sick, and usually not before - but if insurance companies could have it, it 

would be much cheaper to maintain healthcare cost down if preventive measures were enforced 
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before one becomes really sick. This is a paradigm shift for the current healthcare industry – in 

other words a win-win situation for everyone if people are forced to go through appropriate 

preventive measures before a disease strikes. And this is possible if people are monitored 

continuously on their possible health issues under physician(s) supervision.  

 

It would be remiss of us to admit that online healthcare issue is problem free. Doctors are not keen 

about it as it would reduce doctor’s office-visit events for patients considerably. Secondly, it would 

involve participation of doctors on a digital mode given their long-time analog participation. 

Thirdly, and more importantly, the doctors are worried about HIPAA type laws; any healthcare 

system in the market must be able to guarantee safety, privacy and security of patients and doctors 

more than such laws, by default, assumes. It’d be another paradigm shift if an online healthcare 

system attempts to converge safety, privacy and security at a level higher than current 

arrangements provide. 

 

 

1.2  Motivation 
 

A crucial observation in today’s world is that we are increasingly getting into the arena of Internet 

of Things (IOT) where everyone wants to be connected. This basically translates into the 

requirement that fundamental service one demands within this IOT environment is the possibility 

of providing a system level online Medical Service over 24/7 with online monitoring, medication 

provision and management as one expects in an 'Intensive Care Unit' under a competent team of 

physician supervision without individual patients being directly aware most of the time under the 

assumption that within next 5-10 years nanoscale bioelectric injectable medication that 

communicates with the doctor would be available. All the technological indications suggest this 

to be a possibility, but no one has yet suggested the system architecture that is required as the first 

step. In this thesis, we make a collective effort to integrate the technologies available at our 

disposal and channelize it towards creating a real-time healthcare monitoring system.  

In a country like US, the population of senior citizen stands at 46.2 million based on statistics 

revealed by Consensus conducted by United States Census Bureau(USCB) in 2016 [52]. The rate 

is likely to double up to 83 by the year 2050 based on the age calculation at present. Most of them 

live by themselves or with a small family. Health vulnerability after a certain age calls for a 



 10 

constant need for real time health care monitoring system which can conjure emergency services 

immediately when needed. In case of Sudden Unexpected Death Syndrome (SUDS) is sudden 

death of a person while they are asleep. SUDS cases are on steep rise in recent times, Infant 

Mortality Rate (IMR) of infants is also on the rise- while sleeping or all of a sudden when parents 

are unable to take note of their infant’s declining vital statistics. Death by accident, heart attack, 

Brain hemorrhage is not really all of a sudden. It happens as a result of vital statistics dropping 

over sometime- which could be hours, or few minutes without a person’s knowledge 

How would it be if we have a system that can warn a user of its declining vital statistics and prompt 

him to seek immediate medical help. Or if a user could wake up in a medical care after suffering 

an episode of heart attack in his sleep because of timely help that arrived at his doorstep or if an 

accident victim could resuscitate within minutes of accident in spite of him being unconscious on 

a secluded highway in the middle of night with no help around to tend to him? The objective of an 

online health care system is to provide the necessary leverage against all such detrimental events 

in real-time. The system we propose aims at saving millions of lives worldwide, thus extending an 

average lifespan of an individual, which with the current healthcare and physical fitness barely 

exceeds 70-80 years. Infants with health conditions can constantly be monitored in the comfort of 

their home so that parents can be alerted when needed. A sense of health security and safety is 

immense when the online Health Care enables one the feeling being in an intensive care unit (ICU) 

without physically being in one. 

 

1.3  Existing Infrastructure vs Proposed Infrastructure 

 
With the existing healthcare infrastructure, the patients visit doctors only when they are sick. 

People wait until they feel ‘sick enough’ to see their doctor. There is no pro-active measure to 

foresee what is coming while the symptoms are in their primary stage. And once they visit their 

doctor, they are subjected to a plethora of tests to determine the root cause and diagnose their 

ailment, thereby consuming a lot of time and delaying the treatment process. 

Online Healthcare exists even today but it has its own drawbacks which we try to mitigate in our 

proposed system.  

Online Healthcare Monitoring system by Qualcomm, called Qualcomm Life has a similar system 

as we propose [50]. They have an open ecosystem of devices, sensors and applications which is 
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connected to the mobile app on the user’s phone. The data is encrypted and stored in cloud based 

server which could be accessed from any application or portal. We differ this system by having a 

unique pattern identification technique and having data transferred to the doctor’s office instead 

of saving it on cloud. The reason for such a measure is discussed below. 

 

Our proposed system offers the following advantages over the systems discussed: 

 

1. Non-Reliability on cloud server: We use opportunistic network to forward packets from 

source to destination via multiple hops using Mobile nodes and Access Point Server Nodes 

(Section 4.2.5.2). Cloud servers are easier to bring down by a hacker. Not only that, a cloud 

would contain data of numerous users. Once hacked, the entire data risks being stolen. In 

our system, we store the non-emergency data on the user’s Private Home Server and the 

anomalous data is sent directly to the Doctor’s office where it is immediately transferred 

to an offline system and then archived and sorted in the respective patient records. Cloud 

Computing contrary to their claims does not have as yet the entire infrastructure needed to 

have online healthcare system. What they have is primarily storage for patient files 

generated offline by visits to Doctor's office, all test results, Doctor's interpretation, 

Doctor's opinions, etc. As generalized body sensors are yet to appear in the market, the 

vendors cannot possibly have any integrated online system as yet. 

 

2. Cost Effective: The system reduces the hassle and cost associated with a doctor’s visit. 

The accessibility of the user bio data on his home server helps the physician study what led 

his patient to the ailment overtime. Online health care systems can extract from its real-

time 

patients’ database the emergence of a new disease or one appearing with a new strain in a 

community before it leads to an epidemic with its mobility, intensity and rapidity correctly 

estimated with a great deal of accuracy with a minimum response time. 

 

3. Non-dependency on telecommunication networks: With high mobile app usage, the 

mobile networks are already overloaded with user data. The cost associated with 

constructing network towers is huge and is not going down anytime soon. We make use of 
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user’s private server(PDA) and Opportunistic networks to locate and transmit data packets 

thus, offloading the burden on Telecommunication networks.  

 

4. User data security: Most existing online healthcare systems consider minimal data 

security to their user data. Our proposed system gives a major importance to protecting the 

user medical data abiding by the United States HIPAA law which states that an individuals’ 

health information should be properly protected while allowing the flow of health 

information needed to provide and promote high quality health care and to protect the 

public's health and wellbeing. We propose anti-hacking and encrypted techniques to 

authenticate and authorize use of servers which contain such user sensitive data. 

 

5. Anomaly detection by ‘learning’ about the user: The Home server, which processes the 

user input data, takes a call on emergency on finding anomalous data pattern. It computes 

the co-dependency of variables on each other as well as each variable independently. Also, 

the system learns over time about what is normal and what is anomalous data pattern for 

the user it is catering to, based on the response it receives from the doctor’s office about its 

assumption of ‘anomalous’ data. This response is stored and is used as a point of reference 

the next time a user’s data pattern looks similar to this one. Thus, the system detects 

anomaly by learning about the user overtime.  

 

1.4 High level view of the Proposed system  
 

In our proposed architecture, we would monitor a person 24x7 and look for deep patterns that are 

anomalous in nature. We monitor them over a period of time and if it adheres to the condition 

where it needs to be reported to the user’s physician, then the system establishes a secure 

communication with the physician’s server and sends over the relevant patient data to his office. 

With the emergence of IOT, it now becomes easier to help the patient stay connected with the 

doctor at all times. This is going to be a total paradigm shift in terms of how patients and doctors 

interact with each other. 

Let  𝑃𝑎𝑟𝑎𝑑𝑖𝑔𝑚𝑐𝑢𝑟𝑟𝑒𝑛𝑡 ∶  𝑉𝑖𝑠𝑖𝑡 𝑑𝑜𝑐𝑡𝑜𝑟 𝑤ℎ𝑒𝑛 𝑠𝑖𝑐𝑘 
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𝑃𝑎𝑟𝑎𝑑𝑖𝑔𝑚𝑜𝑛𝑙𝑖𝑛𝑒  ⋁ 𝐼𝑂𝑇 ∶ 𝐵𝑒 𝑐𝑜𝑛𝑛𝑒𝑐𝑡𝑒𝑑 𝑡𝑜 𝑡ℎ𝑒 𝑑𝑜𝑐𝑡𝑜𝑟′𝑠 𝑜𝑓𝑓𝑖𝑐𝑒 𝑐𝑜𝑛𝑡𝑖𝑛𝑜𝑢𝑠𝑙𝑦  

 

This paradigm shift is going to be accepted socially and politically only it could be safe, secure 

and inexpensive. With IOT as a perpetual connectivity platform, it would be easier to pick up a 

malaise before it starts. Therefore, IOT is going to emerge as a social expectation platform for 

most people. 

 

Monitoring a person continuously is the first requirement of online real-time (may be no more than 

soft real-time) system. The basic idea is that nothing needs to be done so long as nothing appears 

to be wrong or heading towards an anomaly; but when it is not normal, the doctor’s office needs 

to be contacted for next set of actions which may be a new set of prescriptions issued to the client, 

the patient, monitored online, or a change of current medication dosages, or just skip the current 

value of a specific healthcare variable status. Here, the doctor’s domain knowledge comes into 

action; but that emanates after the doctor’s office receive the relevant data from patient process.  

Syntactically, the architecture is a simple one as shown below. Both the patient (our client) and 

her doctor see the presence of each other across a FIFO synchronous channel (that never times out, 

once a message is sent by one entity the receiver of the message sends an acknowledgment ACK 

within a finite time) in the diagram Fig. 1 

 

Fig 1.1 - Basic Syntactic Architecture of an Online Healthcare System 

 

Essentially, it has three distinct parts (described by three distinct colors): 

 

■ A continuously monitored Patient by a set of onboard medical sensors and devices whose task 

is to monitor the patient’s health variables for anomalies by an agent unit (PS) we call Patient-

Server. The Patient and her PS unit form one cohesive entity; we might envisage PS to be the 

effective interface to the outside world.  
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■ Doctor’s office or physician who decides how to interpret her patient’s profile using her domain 

knowledge, experience and personal attention to her client patient through an appropriate online 

agent (DS) we call Doctor-Server. In a similar sense, we may envisage DS to serve as an interface 

to Doctor.  

■ The connecting network between the PS and DS which needs to be accessed given that Patient 

unit is most likely to be mobile.   

 

1.5 Scientific Contribution 
 

This thesis makes the following contributions. 

1. Provide an integrated architecture for multi agent based communication right from the 

body sensors to the physician’s office. 

2. Pattern Analysis and Emergency reach out feature:  The ‘intelligent server’ scans for 

anomaly pattern in user’s bio metric data. Once found, it is sent to the physician’s office 

for further analysis where the doctor can take a call on whether the patient requires 

emergency services or needs to be admitted to the hospital. The application also enables 

biometrical monitoring of patients living in remote areas and enables them to communicate 

with their physician in real time. 

3. Data Security and user privacy- We propose authentication and encryption techniques 

required for the server to communicate with the physician’s office thereby protecting user’s 

medical information. 

4. Eliminating single-point failure: We envision a multi-mirrored Patient Server as a 

distributed set of synchronized servers on top of the same set of body sensors offering more 

robustness from failure or security hacking We envision presence of a numerous server 

spread over geographically which can sync with the user’s database and connect him to the 

physician’s office rather than having only a home-based server where the possibility of 

one-point failure increases. 

 

1.6 Thesis Structure 

 
The rest of the thesis is organized as follows: 
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In Chapter 2, we describe background and related work done so far in lieu of this thesis 

and define few terminologies. We then talk about the existing technology and the recent 

advancement. 

Chapter 3 is Literature Review done as part of this specified dissertation the literature 

survey done as part of the dissertation is specified.  

Chapter 4 deals with our proposed system architecture for online healthcare system with 

great details to Patient Server and Doctor Server 

Chapter 5 contains proposed Data Security, privacy and encryption techniques for Patient 

and 

Doctor Servers. It talks about common network threats and how to counter attack the 

threats. Finally, the Conclusion. 
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Chapter 2 
 

2. Background and Related Work 
 

In this chapter, we define few terminologies related to our thesis and how wireless network sensors 

are used these days in field of Healthcare Domain. 

We then talk about the existing technology that is operating in this domain and conclude by recent 

developments happening in this field. 

 

2.1 Overview  
 

 

In 1988, Mark D Weiser, a chief scientist at Xerox PARC (Palo Alto Research Centre) California, 

formulated a vision for a new concept in computer Science and called it ‘Ubiquitous Computing 

[1]. His idea for his vision was of natural computer-people interaction. More like downsizing a 

computer to an extent that human interactive that it does not draw attention to itself. So the user 

focuses on the task than the tools. 

  

In technical terms ubiquitous computing in a concept in the field of Computer Science and 

Software Engineering where computing is made available anywhere, anytime.  It differs from the 

traditional computing in the sense that this computing can be accessed using any device at any 

location. We go a step ahead from computer devices norms such as laptops, PCs, Tablets, 

Smartphones to something like a pair of glasses, a wrist watch or a dining table. The technologies 

to support ubiquitous computing include internet, advanced middleware, O/S, mobile codes, 

microprocessors, mobile protocols, location and positioning to name a few. 

 

In the core of this concept, all models share the same idea of a small, relatively inexpensive, robust 

network oriented processing devices distributed on various levels of everyday interaction. For 

example, something like a personal biometric online monitoring system in a smartwatch worn by 
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a person that controls the ubiquitous computing environment which Is connected to lighting and 

thermostat in the house. 

  

In one of his technical papers [1] ‘The Computer for the 21st Century’, Mark Weiser says “The 

arcane aura that surrounds personal computers is not just a "user interface" problem. My colleagues 

and I at PARC think that the idea of a "personal" computer itself is misplaced, and that the vision 

of laptop machines, dyna books and "knowledge navigators" is only a transitional step toward 

achieving the real potential of information technology. Such machines cannot truly make 

computing an integral, invisible part of the way people live their lives. Therefore, we are trying to 

conceive a new way of thinking about computers in the world, one that takes into account the 

natural human environment and allows the computers themselves to vanish into the background.”  

Stressing more on Human- Computer Physical interaction, Mark Weiser proposed three basic 

forms for ubiquitous system devices based on their sizes: 

 Pads: hand held decimeter- sized devices 

 Tabs: wearable centimeter sized devices 

 Boards: Interactive Displayable meter sized devices 

The most prominent ubiquitous device in our everyday lives is mobile phones, although it hasn’t 

become invisible in Weisner’s sense yet but by the end of 2017, there would be 4.77 billion mobile 

phone users in the world [60]. 

 

Latest development in wireless technology and wireless sensors have paved way for designing low 

cost, miniature sized, intelligent and lightweight bio medical sensors that can be strategically 

placed on a user’s body and creating a network of sensors to form Wireless Body Area 

Network(WBAN) which is used to monitor the bio signals for various body readings such as pulse, 

Blood pressure, heart rate. Ingestible sensors are making waves in the medical diagnostic market 

to record and transmit internal body readings like glucose, hormone levels, blood oxygen and so 

on. We take this one step further by sending the readings to the user’s physician in case of an 

anomalous reading and enabling quick medical assistance to the user by providing a safe and 

secure server protocol for transferring data as the user identity and medical data needs to be 

protected. In case the reading drops beyond a certain minimum level which warrants for immediate 

assistance, the physician can send for an ambulance and have the urgent care ready to receive the 
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patient and get him treated straight away without any delay. Mortality of a user can be reduced by 

providing immediate medical assistance in time of emergency. 

 

In this paper, we envisage a secure encrypted protocol for data transfer, prioritize scheduling of 

task by the user agent node and develop a robust and scalable system by having multiple servers 

to eliminate the threat of single-point failure. 

 

The integration of short range wireless communication technology in the mobile devices has given 

rise to a new type of networking called opportunistic networks and its related applications based 

on spontaneous interaction and collaboration of devices with users.  

 

2.2 Definitions 
 

2.2.1 Component 1: Opportunistic Network 

Opportunistic networks are an evolution in Mobile Ad Hoc Network (MANETs) [2]. In 

Opportunistic Networks, the mobile nodes can communicate with each other even if there is no 

route connecting them. The nodes are not required to retain or gain any knowledge of the network 

topology unlike MANETs where the network knowledge is mandatory for all the nodes in the 

network. The route between the sender and receiver are built dynamically and any node in the 

network can be ‘opportunistically’ used for the next hop as long as it brings the packet closer to 

the destination node. As the word ‘opportunistic’ implies, it means to take opportunity of the 

Network. Circling back to wireless network sensors, it is realized, have unreliable links sometimes. 

The probability of a data packet being transmitted successfully by one node to its neighboring 

nodes is higher than it being transmitted to a single node. This thought gives rise to concept of 

Opportunistic Routing(OR). [3] Opportunistic Routing is a routing protocol for wireless networks 

where the next hop routing decision is made only when a packet has been successfully sent, 

permitting the network to ‘opportunistically’ take advantage of its broadcasting functionality. 

OR’s advantage is the ability to overhear the packages that are transmitted and co-ordinate the 

forwarding of that packet with the other nodes.  
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The decision to forward the package to the next node is made by the nodes who receive the packet 

successfully. By making use of dynamic relay node for forwarding packets the throughput and 

transition can be significantly increased.   

 

 

2.2.2 Component 2: Body Area Network (BAN) 

 

 

A Body Area Network is a network of wireless sensors which collect data of a human body from 

the sensors placed on the skin or implanted inside the body. It captures bio-signals about statistics 

like Blood pressure, pulse rate, body temperature, blood oxygen level, center of gravity, body 

speed in a motion and various other parameters.  

 

BANs are increasingly finding its application in Healthcare Domain for constant monitoring and 

analyzing a patient’s health. This is especially very effective for people suffering from health 

ailments, Asthma and diabetes. A well placed and network coordinated BAN can alert the 

doctor/hospital of a patient who is about to go into a cardiac arrest before he can go into it by 

finding an anomaly pattern in his vital statistics by constant monitoring from his sensors. BAN 

also has application in sports, security and military but we will limit it to healthcare in our thesis. 

 

 

Fig 2.1 - A typical architecture of a Wireless Body Area Network [43] 

2.2.3 Component 3: Agent and Agent Oriented Programming (AOP) 
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In terms of computer Science, a software agent is a computer program that acts on behalf of a user 

as a proxy to enact with a wireless a group of agents thereby forming a network [5]. They are 

embedded within the software or another computing device. An agent has unique properties such 

as the data, intention, and behavior but is not complete by itself to perform a task independently. 

It has its specific functionality but needs collaboration from other user agents to function. Think 

of agents as a football team. Every player has a separate task to perform to reach one common 

goal. Every task is important to reach that goal.  

Agent oriented programming (AOP) is a software programming architecture which is focused on 

external and specified software agents which have communication interfaces and messaging 

capabilities. 

 

2.2.4 Component 4: Multi-Agent System (MAS)? 

A Multi Agent System(MAS) is a network of loosely coupled entities that are distributed artificial 

intelligence in nature and work together to find solutions to issues which is beyond the capability 

or knowledge of a single entity [6]. This is because as we discussed above, a single entity has 

limited abilities which do not suffice to solve a problem. MAS does not have a global control 

system the computations are asynchronous and data is decentralized. An agent per se could be in 

the form of software or hardware. 

2.2.5 Component 5: Internet of things (IOT) 

IOT is a network of physical wireless devices and software and agents which can communicate 

with each other via internet which enables these devices to store and exchange information. It 

allows devices to sense each other’s presence and communicate across the network infrastructure 

by themselves without human interaction. 

Currently, the wireless sensors have found their way into various sectors. It ranges from industrial 

automation, environmental monitoring, seismic, agricultural applications, healthcare monitoring 

and so on. One promising use of WSN is the field of healthcare monitoring 
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2.3 Health Monitoring 

Health Care applications of Wireless Sensor Networks are elaborate. Being our primary focus, we 

will now discuss it in depth. 

2.3.1 Heart Diseases 

 

Heart or Cardiovascular diseases refer to a medical condition that affects the heart and blood 

vessels. The extreme outcome of the disease is a heart attack or stroke [8]. This is the major culprit 

for mortality all around the world and has claimed more lives than other disease.  

According to WHO, the heart disease account for nearly 17 million which is approximately 30% 

of death occurring annually. It is proven that half the victims die within one hour of the beginning 

of the symptoms. Most of them don’t make it to the hospital by then and die. In this case the 

Wireless sensors provide a real-time monitoring of heart ailments patients by constantly sensing, 

processing and transmitting data from the sensors to the medical server via patient’s personal 

server. Using this data, the physician can track his patient’s health progress every day and timely 

intervene when he finds and anomaly with the reading. 

2.3.2 Asthma 

Asthma is a respiratory disorder which is the airways of the lungs narrow down and swell up due 

to production of extra mucus. This makes breathing difficult and triggers wheezing and shortness 

of breath [7][8] 

 

It affects 34 million people in US alone. Asthma can be triggered by dust, pollen, dew, animal fur 

or pollutants and allergies in the air [9]. The Wireless BAN can help an asthmatic patient by 

monitoring the allergic triggers in the air and providing a real-time update to the physician or user. 

Here the user carries a portable Global Positioning System (GPS) with him. Chu et al invented a 

device that takes in the user’s location on GPS and constantly consults with a remote server to 

decide the ambient quality of air around the user. This server collects real time data from National 

Air Quality Monitoring stations. If the server finds any user specific allergen in the air, it 

immediately alerts the user/physician. 
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Chronic Obtrusive Pulmonary Disease (COPD) is a term used to describe progressive lung 

diseases including emphysema, chronic bronchitis, refractory (non-reversible) asthma, and some 

forms of bronchiectasis. This disease is characterized by increasing breathlessness. It affects 30 

million individuals in US alone. Harmful pollutants, chemical, dust are few elements that 

instigates COPD.[61] 

 

2.3.3 Cancer Detection 

Cancer is a growing threat to humanity each day. According to National Centre for health statistics, 

9 million people were diagnosed with cancer in 1999 [8]. WBAN helps here by having sensors 

that differentiate between various kinds of cancer by identifying the exact cancer without having 

the patient to go through biopsy. 

 

2.3.4 Diabetes 

According to World Health Organization (WHO), 220 million people in the world have diabetes. 

1.1 million people died of diabetes in 2005 alone [8] [46]. The implications of diabetes are 

terrifying. It could be blindness, Amputation, high blood pressure, Kidney disease, heart disease. 

WBANs can be used here to monitor glucose levels in the blood and alert the user when needed. 

 

There are other diseases that can be monitored by body sensors like- hormones, muscular 

dystrophy, pancreatitis, liver ailments but have not been mentioned. Body sensors, if effectively 

developed can lead to a new high in complete health care monitoring. 

 

2.4 Current Technology 

A wearable device that records user bio-metric data already exists like apple smart watch, fit bit 

tracker but they do not support online monitoring of the system data. The technology in support of 

our thesis already exists but as different units of technology, each serving its own purpose. For 

instance, Bluetooth, mobile app, fitness tracker, GPS system, SOS system already exist but we are 

looking at integrating these technologies as building blocks for our system architecture. There are 

many other wearable device technologies that exist in lie with our research topic some of which 

are discussed below. 
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2.4.1. Quell Relief  

Quell Relief is a knee brace device which massages the knee to relieve chronic pain. It stimulates 

sensory nerves and is worn on the upper calf the device is embedded with sensors which allow the 

user to track the information with an app. The technology uses Bluetooth Bluegiga BLE 113 

Bluetooth® Module with Bluetooth® 4.0 low energy radio and IOS operating system for accessing 

the app. The rechargeable battery life provides pain relief for 40 hours. The therapy can be 

controlled from a tab or smartphone for functionalities like start/stop and to increase/decrease the 

therapy intensity. The therapy data stored the app can be used to monitor progress and decide 

further course of action for the therapy [12]. 

 

2.4.2. Health Patch MD  

A California based company, Vital Connect has invented a new technology for healthcare 

professionals to keep a check on their patient’s vital statistics. It is a reusable biosensor patch 

which is embedded in a patch. It can track Heart rate, RR interval, Heart rat variability, Respiratory 

rate, skin Temperature, fall detection and measuring physical activities including steps. Health 

Patch MD is also Bluetooth enabled which could connect with any mobile phone to view real time 

data which is received from the biosensors [13]. 

 

2.4.3. Helius  

Helius is a consumable pill which can track important information about the person who consumes 

it. Developed by Proteus Digital Health, a Digital Health care solution company, Helius is made 

up of edible sensors, a wearable sensor patch, a mobile app and a provider’s portal. Ever lied to 

your physician about taking medication on time? Yeah, with Helius, you won’t be able to do that 

anymore because with Helius, a doctor can track if the patient is taking medication on time. The 

patient activates Proteus by consuming the medicine which has the ingestible sensor. When this 

sensor reaches the stomach, it transmits the signal to the patch worn on the hand by the user. The 

digital data is transmitted to the patient’s mobile device and then on to the Proteus cloud where 

the healthcare providers can view it. It will also provide valuable data to doctors as to how the 

patient is responding the medication and therapies. If the doctors find something wrong with the 
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vital stats they can alert the patient. The pill is still in clinical testing phase but is expected to be 

out by end of 2016 [14].  

2.4.4. Google Smart Contact Lenses 

 

Google has found a very innovative way to keep Diabetes patients aware of their glucose levels by 

measuring glucose levels in the tear. The smart lens takes the tear drop from the user’s eye and 

measures the glucose level in them. The lens consists of a chip and a glucose sensor. A tiny pin 

sized hole in the lens allows the tear to enter the sensor to measure sugar level. The sensor is placed 

in between two soft layers of the lens. The electronic part of the lens lies completely outside the 

eye so there is no hazard to the eye. The wireless antenna is located inside the contact lens which 

is finer than a human hair, acts as a controller to transmit information to a wireless device. The 

power for the lens is drawn from the device that the lens is communicating to by using wireless 

technology Radio Frequency Identification (RFID). Google is still testing the technology and is 

expected to hit the market soon by end of 2016 or 2017 [15]. 

 

2.4.5. Recent Developments 

 

On April 12, 2017, Apple announced that a team of its biomedical engineers have been covertly 

working to develop a non-invasive camera based sensors to detect and monitor sugar levels in the 

blood [16]. The way they propose to do it is: 

 

loop: 

        Step1.  Send a square pulse of light of duration δt at a frequency ν through the skin to beam 

at the body blood stream.  

        Step2. Count the number of visible glucose molecules as seen during the light probe.  

end loop 

 

It looks like a simple and logical design but it has its own challenges: 

1. Inability for light to correctly penetrate the skin owing to skin moisture.  

2. Glucose molecules which are similar to many other molecules must be identified by the system 

correctly without incurring too many false positives.  
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3. Molecule counting must be carried out using a proper probability distribution function that 

correctly projects the distribution of molecules in the monitored area.  

 

Additionally, there might be other systemic problems such as: 

 

4. Sensor timing out without registering any count values. Has the sensor crushed? Is it slow?  

5. Is the monitoring sensor a malicious one? Is it compromised? Should we have at least 3m+1 

sensors engaged on the same task if we know at most m of them are faulty, intentionally malicious 

with Byzantine faults (sending intentionally different values)?  

6. If multiple sensors of same type were to be used how do we scatter them over a body?  

7. How do we design a monitoring schedule such that the sensors get some sleep time between 

their active monitoring periods?  

As we indicated earlier, the focus on devices is the mandate for engineers, and that always waits 

until one obtains matured marketable devices from vendors. But for us, the area of Computer 

Science discipline, we need to anticipate the technology much earlier with a vision of the system 

at the background so as to ask the appropriate questions for all its components. Our scope is the 

system, and not the device.   
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Chapter 3 

3. Literature Review 
 

There are several research works undergoing for online healthcare system. Some of them are 

discussed below. 

 

 Patil et al: [57] The paper proposes a multi-agent based mobile health monitoring system where 

they combine the wireless sensor module with data mining techniques. They classify their 

system architecture in 3 parts- Body Area Network, Intelligent Medical Server and the hospital 

system. The data groups are classified into real time sensor data and historic data which can be 

used by the physicians to diagnose the patient at a later stage. The system classifies the data 

into normal and emergency data based on variations in certain set values. 

 

 Ta-Wei Chu et al: [44] The paper ‘A Mobile Multi-Agent Information System for Ubiquitous 

Fetal Monitoring’ integrates electronic fetal monitoring with the OB/GYN office where the 

doctor can monitor her pregnant patient. The paper proposes the design and development of a 

Mobile Multi-Agent Platform based Open Information System (IMIAS) with automated 

diagnostic engine which supports ubiquitous fetal monitoring. The engine developed as a part 

of the thesis can analyze data in both digital and paper format. Issues of scalability, 

interoperability, are addressed by adopting FIPA2000 standard compliant agent, Java Agent 

Development Environment (JADE). The integration of IMIAS with a portable fetal monitoring 

device allows for a long-term monitoring without restricting the patient’s movement. 

 

  Aminian et al [56] in their paper ‘A Hospital Healthcare Monitoring System Using Wireless 

Sensor Networks’ present a monitoring system which has the capability to monitor 

physiological parameters from multiple patient bodies. In the system, the coordinator node is 
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attached to the patient’s body to collect signals from the wireless sensors and send them to the 

base station. The system can detect any abnormal conditions and can raise an alarm to the 

patient and send a text message (SMS)/ E-mail to the physician attending to the patient. The 

system consists of several wireless relay nodes which are responsible for relaying the data sent 

by the coordinator node and forward it to the base station. It aims at reducing emerge 

consumption to prolong the network life and extend communication coverage.  

 

  Jain et al in their paper ‘Exploiting Mobility for Energy Efficient Data Collection in Wireless 

Sensor Networks’ address issue of energy efficiency in data collection in a sensor based 

network. It exploits the mobile nodes present in the sensor network as forwarding agents. As 

the mobile nodes move closer to the sensors, data is transferred to the mobile nodes and stored 

until it can reach the destination. Their model analyses key performance factors such as latency 

to the destination, data transfer and power. The parameters include sensor buffer size, mobility 

patterns of mobile nodes and data generation rate [38]. 

 

 Valko et al in ‘Conditional anomaly detection methods for patient-management alert systems’ 

propose anomaly detection by identifying anomalous patterns on a subset of attributes in the 

data. It focuses on instance based method for detecting conditional anomalies. It shows the 

benefit of instance based methods on deciding o admission of patients with pneumonia and 

testing for Haparin by HPF4 Test [45].  
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Chapter 4 

4. System Architecture 
 

The medical sensor devices, both wearable and ingestible, are of a great advantage in detecting 

any anomaly with the body which can lead to early detection of symptoms and prove to be life-

saving at times. This capability of detecting anomaly depends not only on the sensors employed 

to monitor the relevant health variables, but finding pertinent patterns among the behavior of 

monitored variables over a time period. This is where the core of future online healthcare system 

lies: finding patterns of behavior, and reporting them if they are anomalous. 

 

 Saving a life also benefits the insurance companies that the person has life insurance with. 

Insurance companies can save billions of dollars even if 10% of their insured members can be 

saved. Early detection of symptoms also has a huge advantage from the stand point of medical 

bills. Early detection leads to early treatment and saves the hassle of long enduring treatment 

process.  

 

The Body Sensors can also help you track you daily activity based on how much you exercise and 

how many calories you consume in a day. It can act as a personal dietician, motivator, instructor 

and doctor. But in this thesis, we go a step ahead to create a system where the sensor network can 

actually be ‘smart’ and function as a life saver in time of emergency by alerting the doctor who 

can call for emergency services. 

 

The system architecture is split into 3 components: 
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4.1 User Device Components 

 4.1.1 Wearable Sensors 

 4.1.2 Ingestible Sensors 

 4.1.3 Sensor Node Design  

4.2 Patient System  

4.2.1 Overview  

4.2.2 Body Sensor Network(WBSN) 

4.2.3 Personal Digital Assistant (PDA) 

4.2.4 User’s Private Home Server(UPHS) 

4.2.5.1 Pattern Analysis 

4.2.5.2 Data Forwarding 

4.3 Doctor System 

 

4.1 User Device Components 

 
We envisage our proposed device interface to house a number of bio-metric sensors to form a 

Body Area Network(BAN) along with the interactive user functionality where a user can view his 

bio-stat reading. 

 

A BAN, also known as Wireless Body Area Network (WBAN) or Body Sensor Network (BSN) 

is a network of computing devices. These devices could be implanted inside a person’s body or 

may be worn externally on the body. It is a network that consists of many miniscule sized sensors 

to form a single Network. The information from the sensors is transmitted wirelessly to the 

concerned processing unit. Currently, BAN is being researched a lot for various implementation 

in several health, military and sports related field. If certain levels of vital reading vary which may 

suggest danger to the patient, the doctors are alerted about the condition. This can help prevent a 

major heart attack, asthma attack and other life threatening conditions. The latest International 

Standard for BAN is IEEE 802.15.6.  

 

From the point of view of the sensors monitoring vital states of a patient, these could be construed 

as agents engaged in one single mission: To measure and report state variables to a logical interface 
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point, which acts as a set of buffers, feeding synchronously information to a device we call a 

Patient Server (PS) as shown below. 

 

Fig 4.1 - BSN Layout covering client patient on a sensor field along with buffers 

 

More than one sensor could be used to monitor a specific system variable on the understanding 

that even if some sensors crash or run out of battery power there would be at least one sensor which 

could take over the role of monitoring its focused variable. In order to ensure that these sensors 

take rest in turn, an appropriate sleep schedule must be planned so that every sensor could take 

time off from active monitoring role to preserve its battery power. This would be carried out by 

some appropriate sensor scheduling dispatcher harnessing sensors’ power optimally. Also, note 

that these sensors are often subject to external malicious attacks by foreign agents. If we are to 

believe that at any time the number of compromised sensors (also known as devices with Byzantine 

faults) is at most m, we need at least n ≥ 3m+1 sensors to monitor a specific variable with a triple-

modular redundancy. Sensors will fail, they will be compromised by hackers from outside, they 

would run out of their battery power – and to cover all theses we need per monitored variable 

enough redundant sensors to provide continuous coverage.  
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The role between the processing unit, the Patient Server, one or many in case of requisite 

redundancy, is architecturally related to sensors via their interface points as shown next.  

 

 

Fig 4.2 - Patient Sever PS in relationship with the sensor interface point serving as a buffer 

 

The flow into PS from external source is shown by a dashed directed line at the top to indicate the 

possibility that sometimes this computational and communication server PS would be required to 

receive already processed information flow from outside. Also, in the event of one or more 

anomaly, the server PS communicates its findings with Doctor’s office DO.  

 

Some features of Wireless Sensor Networks are: 

 Constraints on nodes for limited resource like battery power consumption 

 Resilience- ability to cope with the node failures 

 Robust and Fault Tolerant 

 Mobility of Nodes 

 Highly Scalable to accommodate deployment on a large scale. 

 Low cost 

The sensors would ideally consist of the following components: 

4.1.1. Sensors (Wearable and Ingestible) 

4.1.2. Microcontrollers – They are used for data processing functions like data 

compression 

4.1.3. Memory – To store data 

4.1.4. Radio Transceiver: It is used to communicate between nodes and to transmit the 

data received from the sensors 
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4.1.5. Battery – For power supply 

Let us discuss the components in depth in the following sections 

 

4.1.1 Wearable Sensors  

1. Accelerometer: Speed, Distance and shift in Gravity 

An accelerometer is a sensor device which measures physical acceleration of an object . 

Accelerometer measures body movement determines speed and distance when a user is running or 

walking. It also measures number of footsteps walked in a day and distance covered. When placed 

on the ground level, it measures an acceleration of 9.8m/s2 pointing upwards. During a free fall, 

accelerometer will measure zero.  This sensor would detect in case the user falls down and if the 

center of his gravity shifts. It also tracks a user’s sleeping pattern. We suggest using a 3-Axis 

Accelerometer which has a fast response time, low power consumption. They are highly accurate 

motion detectors [18] [19]. An Accelerometer would determine if the body is in a state of motion 

or rest. This would prove vital in case of determining the state of the motion of the person whether 

he is resting or involved in a physical activity. Accelerometers can also be used to detect a collision 

of the body (in case of an accident or sudden fall) [53]. 

 

2. Skin temperature sensor 

It is an Analog chip that measures ambient temperature. It makes use of a solid state technology 

to determine the temperature. It is a thermistor combined with an adhesive disk to measure skin 

temperature. There are many skin sensors available in the market today like Amphenol Advanced 

sensors M1000, M1100, M1300, M1400, Medline. Normal Skin temperature is 98.60 F but it varies 

by one degree on an average every day [21]. 

 

3. Heart Rate Monitor sensor 

It monitors one’s heart rate at real time. They utilize infrared sensors to measure the heart rate. 

Optical heart rate sensors also sense and monitor one’s blood pressure.  An average human heart 

rate is usually 60-100 BPM (Beats per minute) depending on the age. A heart rate is not always 

within a stable range. It fluctuates based on the body’s requirement to maintain a basic metabolic 

rate between the need and supply of oxygen and other nutrients [22].  
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4. Oximeter Sensor 

It measures the level of oxygen in the blood. By doing so, it helps to report the pulse rates 

accurately. The blood oxygen monitor sensor displays what percentage of blood is loaded with 

oxygen. To be precise it measures the percentage of hemoglobin, a protein in the blood stream that 

transports oxygen, is loaded. The sensor uses an electronic processor and small light emitting 

diodes(LED) which faces a photodiode. One LED is red in color and emits light. How they 

determine the levels of oxygen in the blood is by reading how much light is being absorbed by the 

skin. Healthy oxygenated blood absorbs more infrared light, allowing more red light to pass 

through. Deoxygenated blood allows more infrared light to pass through and absorbs red light 

more. Average range of oxygen level in the blood of a normal person breathing on the sea level is 

within the range of 95-99% [23]. 

 

5. Skin Conductance sensor: Sweat analysis 

 A Skin conductance sensor measures the sweat gland activity which is closely related to the 

nervous system activity. One must have observed a person at sweating in an important interview 

or a student in an examination hall [24]. The more nervous or anxious a person it, he will sweat 

more. It is a new development in the field of wearable bio-metric sensors. Developed by a team of 

Scientists at University of California, Berkeley, this no- invasive device can be incorporated in 

Wristbands and Headbands. It consists of a flexible circuit board which has up to 10 circuit chips 

which are connected to five sensors that constantly monitor body temperature, glucose, sodium, 

lactate (provides information about muscle fatigue) and Potassium (Provides information about 

level of hydration in the body). As soon as this device comes in contact with sweat, these sensors 

create electrical signals which are read by the circuit chips. These signals are then transmitted to 

the mobile phone app connected to it [25].  

4.1.2 Ingestible Sensors 

Ingestible sensors are the new face of Digital Medicine. Smart Pills and ingestible sensors are 

already out in the market and making noise. Experts are looking into transforming wearable 

sensors to ingestible[26]. Proteus Digital Health, a pharmaceutical and IT company based in 

Redwood City, California are pioneers of this transforming healthcare technology. Their 
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ingestible sensor, Proteus Discover consists of an ingestible pill, a wearable patch, an app on a 

mobile device and a provider portal. The pill can monitor a patient’s medicine taking pattern and 

report the data to the physicians have access who can then take a call on medication whether it 

needs to be continued or not based on patient’s response to the medication [13].  

How Ingestible sensors work 

 An ingestible sensor is a tiny silicon sensor almost the size of a grain of salt which is placed 

inside a regular pill.  

 As soon as the patient swallows the pill, the gastric juices present in the stomach activate 

the sensor. 

 The sensor generates a signal determining the time when the pill was ingested and the 

identity of the medicine. 

 A tiny band aid like patch is attached on the patient’s skin which receives the data from the 

sensors along with the heart rate and body metrics that the patch recorded.  

 This data is sent to a Bluetooth aided device like a mobile phone or a computer where the 

data can become accessible by the patient and physician and stored on cloud. 

4.1.3 Sensor Nodes Design 

Sensor nodes are devised to collect the bio signals from the human body, convert it to machine 

understandable signals and transmit the data. The sensor node receives the bio signals from the 

sensors. The bio signals are usually weak and contain noise in addition to the signals. So when a 

bio signal enters the node, it first goes through an Amplification process in order to increase the 

signal strength and then through a filter which removes noise from the signals, after that it goes 

through an Analog to Digital conversion (ADC) where the analog signals can be converted to 

Digital signals. These Digitized signals are then processed and stored in a 

microcontroller(microprocessor) which package that data and transmit it over to the destination 

with a radio transceiver [27]. The sensor nodes are designed to be small in size and power efficient 

so that the battery life lasts longer 
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Fig 4.3 -  Block Diagram of a wireless sensor node in a WBAN [27] 

 Microcontrollers –They are a small computer on an integrated circuit chip. They are 

concerned with data processing and consist of one or more Processing cores (CPU). They are 

designed for applications that are embedded in nature. Selection of a microcontroller is decided 

based on the functionality of the device. A 32-bit ARM (Acorn RISC Machine) processors are 

a popular microcontroller choice in wearables today. Atmel’s AVR 32-but Microprocessors 

offer low power consumption and high quality integration. One can choose amongst many 

microcontrollers after careful consideration of functionality [27] [28]. 

 

 Memory: Being a limited resource, Memory constitutes one of the most important aspect of 

any technical design [27]. Flash memory is an electronic computer storage that can be 

electrically deleted and reprogrammed which makes them an ideal medium for wearable device 

storage. The two types of Flash are NAND and NOR logic gates [29].  

NOR is the new flash which provides several advantages over NAND flash. With NOR, an 

application’s code can directly be executed without being copied on the RAM first. This 

reduces the boot time and starts up the device in an instant. By eliminating RAM, the power 

consumption for standby is greatly reduced. NOR can read throughput with a high speed of 20 

MB/s for serial (SPI) and 250 MB/s for parallel NOR designs. Since the wearable device is 

connected to other devices through internet, it does not need a lot of memory to store local 

data. A day’s worth of fitness and health measurement is few KB. An EEPROM chip is another 

rewritable form of memory that can hold content in a device even without the power. Most 

wearables collect important data like fitness tracking, sleeping patterns. Hence it is essential to 

consider power consumption while deciding on the memory that provides sufficient processing 

capabilities while having a lower power consumption when in active use as well as on standby 

mode. EEPROM has higher density and greater level of endurance to constantly update the 
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data. That gives EEPROM an edge over NOR. Atmel, a San Jose, California based company 

that designs microcontrollers and a pioneer in designing end to end security solutions for 

devices that connect to AWS (Amazon Web Service) IOT, has multiple options such as Serial 

EEPROM, Parallel EEPROM and OPT (One Time Programmable) EPROM [30]. 

 

 Battery: Battery is the most important consideration in any networking and technology design. 

It needs to be powerful, efficient and reliable. It is the most limited resource that needs to be 

recharged every few intervals. [31] The battery needs to have high analog precision and 

outstanding temperature stability which allows the battery to deliver maximum capacity of 

energy without getting damaged or leading to injury by unsafe discharging or getting 

overcharged. Atmel, a company that designs microchip’s and a pioneer who designs end to 

end security solutions for devices that connect to AWS (Amazon Web Service) IOT, have 

multiple options for battery based on the function specification. It provides 8-bit AVR battery 

management controllers with up to 40 KB Flash, 1 to 4 cells in series [27] [31]. 

 

4.2 Patient System  

4.2.1 Overview 

In our model, the Patient Process ‘P’ communicates with the doctor process ‘D’ only on need basis. 

Patient is a generic term used for any user /client using the proposed HealthCare system. The thesis 

assumes two sets of legitimate processes: Patient-process, and the Doctor-process in our model as 

proposed, patient-process P generally communicates with doctor-process D on “need” basis only. 

Patient is the generic label we use for the client of any online healthcare system irrespective of her 

medical status.  

The server PATIENT SERVER for the patient-process P could either be on patient body (like a 

pendent), or in her vicinity (like a palm-held computer in her purse) that does all local state 

computations. Or, alternatively, it could be a set of multi-unit distributed peer agents serving 

collectively as a patient server. A typical example of such a set would be a collection of 

communicating mirror servers distributed geographically over a region comprising a home-server, 

foreign-servers (taking care of the patient-needs away from her home), regional servers (rented 



 37 

from localities like workspace, grocery stores, etc.), and personally carried server unit. Keeping 

these units synchronized is a challenge that has to be addressed.  

 

A Patient system consists of an online a network of sensors, PDA (Personal Device Assistant), 

User’s Private Home Server and External Servers (in cases when the user is out of his Private 

Home Server zone) which does the computational analysis on the data received. 

4.2.2 Personal Server(PDA) 

We envision the wearable device (Smart watch/Pendant/Bracelet/Patch) to have the functionality 

of a server to connect with the serviceable servers nearby. So far a user’s smartphone is treated as 

a PDA due to its high data processing capability but as we are progressively moving towards IOT 

(Internet of Things), we would like to visualize a PDA as small as a pen drive. It could be integrated 

into the wearable device as long as the device configuration and processing power permit it. It can 

be connected to the body sensor network by Bluetooth, Wi-Fi, Zigbee and other wireless 

connectivity options and needless to say, it has to be in close proximity with the user. The primary 

function of the Personal Server is to receive data from the body sensors and forward it to the nearest 

serviceable server. It does not store any data or user information as it could be susceptible to attack 

by a malicious node which could endanger the life of the user. That information only resides with 

the doctor.  

The PDA would be restricted to performing few task such as: 

1. Turn on Personal Server to receive incoming stream of data from the interface buffer  

2. Perform three-way handshake to establish the authenticity of any unit that says to be a Personal 

Server or the Doctor's Office DS or a local surrogate server that wants to compute functions on the 

incoming stream of data, and forward them to that user’s UPHS. 

3. In case of its user’s emergency, turn off incoming servicing requests from all other Personal 

Servers. 

4.2.3 User’s Private Home Server(UPHS) 

The User’s private home server could be his personal computer, iPad, laptop or smart phone. It 

receives information from the wireless sensors via syncing mechanism such as Bluetooth.  
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Home Server is the main server that directly connects the user to the Doctor’s Office. It performs 

various computational functions on the user data it receives from the user’s PDA. It communicates 

with the database to find any abnormal patterns in the User’s Vital statistics reading for Blood 

Pressure, glucose levels, Pulse, hormone levels, Temperature and other statistic. If the home server 

decides the data is anomalous, the data is then transferred to the physician’s office to take 

appropriate measures. Along with that, it also prompts the user and intimates him about his 

abnormal statistical reading based on computation on deep patterns. 

 

If the home server decides that the data does not need to be transferred, the data is simply stored 

in the home server. This data can be available to doctors if need be for monitoring a patient’s health 

to see how he has been doing  

 

Each potential or actual patient Sarah (with an ID 𝑖) would be seen by the system as an entity with 

a logical connectivity and linkage profiles abstracted as a data structure such as below:  

 

Medical Linkages Profile 

 

  Name: Sarah Doughlas 

  SSN: XXX-XX-XXXX //encrypted 

  Primary Physician: (encrypted string) Dr. P. Strangeglove //encrypted 

  Primary Physician’s Record Pointer: yy-yy-yy-yy-yy-yy //encrypted  

  Nearest Outpatient Clinic:  

  Nearest Hospital: File handler XYZ //encrypted  

  Allergic to: List() // encrypted 

  Current Medication: List() //encrypted 

  Major observations: List() //encrypted 

  Patient’s Lawyer: Name, Phone, File pointer 

  Relative/friend in case of emergency: Name, Number 
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This specific profile view is not available to general public as per HIPPA Law. Even the qualified 

people except Sarah Doughlas can read them only as a record over a set of encrypted strings. The 

function of home server is as follows: 

i. Saving Data:  It receives data from the Body sensor device and saves it in a data repository.  

ii. Authenticates the user 

iii. Analyzing Data: It then iterates the data to find any unusual pattern of data in any parameter 

and identifies it. The server is fed with artificial intelligence that would understand the difference 

between a regular pattern and any out of norm pattern. Based on deep pattern and reference data, 

it makes a decision to transmit data or not.  

iv. Forward data the physician’s office 

v. Data Compression: The data is compressed before sending so that it saves the bandwidth 

vi. Data Encryption: It encrypts the user data before forwarding it to the Doctor’s system. 

  

 

4.2.4. Pattern learning 

 

In our design, a total healthcare system ideally engages its client (the patient) on an integrated 

platform briefly indicated as follows. Let {𝑥𝑖, ∀𝑖, 1 ≤ 𝑖 ≤ 𝑛} be the set of healthcare variables 

being monitored on a patient continuously (say, sampled with a frequency 𝑓𝑖 per unit cycle) by a 

set of specific monitors or sensors for each variable over an observation period ∆ (the size of the 

moving window for observation) as indicated in Fig. 6.  

 

 

Fig 4.4 - Observation Windows for variable sampling 
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A typical example may be some specific observations like  

  𝑥𝑖(𝑡 |𝑡 ∈  ∆𝑘) : Systolic blood-pressure component (High BP) 

  𝑥𝑗(𝑡 |𝑡 ∈  ∆𝑘) : Diastolic blood- pressure component (normal-low BP)  

and a typical predicate may be: Is (𝑥𝑖(𝑡)𝜎𝑥𝑖
≥ threshold 𝛽) ⋁ (𝑥𝑗(𝑡)𝜎𝑥𝑗

≥ threshold 𝛾)) true 

over the current window? If so, contact doctor; else skip.  

  

A wearable monitor like a wristwatch may collect such information periodically over the window 

∆𝑘, and compute one or more predicates 𝑃𝑘
𝑥,𝑦,𝑧

 (with a processor connected to PS doing the 

computation) on window 𝑘 over monitored health variables 𝑥, 𝑦, 𝑧, etc. The predicates may be 

computed as per normal routine (from the physician side these would be Pull-events) as opposed 

to those where the doctor’s office orders specific predicate computation to ascertain plausibility of 

certain health variable status (we call these as Push-events).  

 

A typical stream profile of a status variable may appear as 

 

 

Fig 4.5 - Status variable over a window 

 

Notice the stream is captured against the patient’s own normal upper and lower bound for the 

variable, which we call the band for status variable. In the diagram, band for the status variable 
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𝑥 is 𝑏𝑎𝑛𝑑𝑥 = (140,120). If a variable is contained within the band, the status variable is 

considered normal with value 0. However, one could include a rule, if the attending doctor 

approves of it that unless the status value goes above or below the band some 𝑘 times fixed by the 

physician for the patient, it need not be reported to the physician on an emergency tag.   

 

Monitors could also be implanted (requiring invasive surgery as is done routinely in some cases) 

or ingested sensors of specific type that may monitor relevant variable statuses inside a patient’s 

body e.g. monitoring hormone and enzyme levels, blood-sugar level, Na-K levels, creatinine level, 

etc. Right now, they are not available commercially to augment the healthcare industry; however, 

we assume that true healthcare cannot even begin and be sustained unless inside body chemistry 

are available in conjunction with wearable devices to provide an integrated platform to deliver 

healthcare. Basically, the patient node (the conglomeration comprising patient, patient-server, 

processor for status computation) would continuously carry out the following loop 

 

Algorithm Patient 

def 𝑘:  int   //Window-index 

            ∀𝑖 staus(𝑥𝑖) = 0;        // Every status variable starts with correct status 

do  true →  ∀𝑥𝑖, 1 ≤ 𝑖 ≤ 𝑛 𝑐𝑜𝑚𝑝𝑢𝑡𝑒(𝑃
𝑘

𝑥𝑖 ,𝜎𝑥𝑖
 
) ; 

        if ((𝑃
𝑘

𝑥𝑖 ,𝜎𝑥𝑖
 
) == false) ⇒ 

                                         { status(𝑥𝑖) = 1; 

         send(doctor, status(𝑥𝑖, other))}; 

[] ∀𝑖, 𝑗 (status(𝑥𝑖) = = 1) ∧ (status(𝑥𝑗) = = 1)  ⇒  

{compute (corr(𝑥𝑖, 𝑥𝑗)); 

    if (corr(𝑥𝑖, 𝑥𝑗) > threshold) 

    send(doctor, (status(𝑥𝑖), status(𝑥𝑗), corr(𝑥𝑖, 𝑥𝑗), other);}  

[]  recv(doctor, push-instruction(list(𝑥𝑘, 𝑥𝑙, 𝑥𝑚 … )) ⇒ 

   {∀𝑖, 𝑗, compute (corr(𝑥𝑖, 𝑥𝑗) 𝑥𝑖, 𝑥𝑗 ∈ list( … . )) ;  

   send(doctor, {∀𝑖, 𝑗 corr(𝑥𝑖, 𝑥𝑗) 𝑥𝑖, 𝑥𝑗  ∈ 𝑙𝑖𝑠𝑡(… ));} 

[] if ∀𝑖 (status(𝑥𝑖 = = 0) ⇒ 

   {search(deep_patterns ∀𝑖 𝑥𝑖(over ∆𝑘, ∆𝑘−1, … ∆𝑘−𝑙)); 
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    search(deep_patterns ∀𝑖≠𝑗≠𝑘…(𝑥𝑖, 𝑥𝑗, 𝑥𝑘, … ) over(∆𝑘, … , ∆𝑘−𝑙); 

    store(deep_patterns);} 

 [] recv(doctor, request(deep_patterns ∀𝑖 𝑥𝑖(over ∆𝑘, ∆𝑘−1, … ∆𝑘−𝑙)))   ⇒ 

                                                send(doctor, deep_patterns ∀𝑖 𝑥𝑖(over ∆𝑘, ∆𝑘−1, … ∆𝑘−𝑙));  

                                                send (doctor, deep_patterns 

                                                                              ∀𝑖≠𝑗≠𝑘…(𝑥𝑖, 𝑥𝑗, 𝑥𝑘, … ) over(∆𝑘, … , ∆𝑘−𝑙));  

 []  recv(doctor, instruction/prescription) ⇒ 

    follow(instruction/prescription);  

od  

     

The computational task for the patient part of the system is considerable requiring a processor 

which would do normal computations on each variable status stream as it finds on its current 

window, send information to Doctor’s System via DS node if anomaly on any status is observed 

on some predicates. In addition to all these, the processor would attempt to discover any underlying 

pattern (we call them deep_ patterns) over several past windows which could be useful for 

diagnostics. Also, such a processor needs to save the relevant status history of the patient on its 

secure and stable storage, which, we assume, cannot be compromised, lost and hijacked. This 

implies such a processor cannot be personally carried along by a patient when she is mobile. 

Current policy standings of several countries forbid any passenger from a specific zone to carry 

any electronic equipment larger than a cell-phone, and the type of processors we are talking about 

being more powerful than palm-held CPUs, and this special ruling enforces keeping such processor 

at home or at some permanent place where safety is more guaranteed. Given this, our PS 

architecture needs to be extended to cater for mobile patient.    

 

Deep Patterns 

Pattern recognition is a Machine Learning branch that focuses on pattern recognition and data 

regularity. Pattern recognition is the basically assigning a label to the input value [47]. We don’t 

set a hardcoded user statistic table for reference, instead we let our system ‘learn’ about the user 

and his bio medical data overtime. When encountered with an anomalous reading, the system looks 

for a data pattern in certain set window of time interval (π). There can be certain variations with 

variables such as Heart Rate, pulse, glucose levels, Sweat, blood, oxygen level, BP, hormones and 
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so on but does that mean the data is anomalous? No. Human activity involves resting, running, 

sleeping, exercising, walking to name a few and the bio reading of user data during such activity 

can vary immensely. There has to be a way for the system to identify these activities and read the 

data or co-variants as a whole. The examples listed below show the reading as Low, Normal and 

High with respect to its previous reading.  

 

 

Fig 4.6 -  Graphical representation of Body sensor data 

 

In the graph above, the pulse rate peaks twice in a span of 4 minutes, Accelerometer also shows 

that the body is in motion and sweat peaks with it as well. When all the variables pattern point to 

the same assumption then the system ‘learns’ how the body responds to an activity 

We repeat our context one more time here to reiterate and investigate the central problem the 

system foresees. Over a time-window ∆𝑘, the entire community of sensors collectively post their 

raw observed variable values as vector streams {𝑣𝑘, ∀𝑘 1 ≤ 𝑘 ≤ 𝑛}. Vectors are the input of each 

variable reading like Heart Rate, Blood Pressure and other sensors measuring the bio stats. These 

vectors contain in them one or more clue whether or not any particular vector alone or in 
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conjunction with other vectors within the window confers normalcy or not. Figure below shows 

the vectors within a window segment ∆𝑘.  

 

𝑉𝑘
1: Vector 1 in window k    

 

𝑉𝑘
2 : Vector 2 in window k   

 

𝑉𝑘
3 : Vector 3 in window k    

 

𝑉𝑘
4 : Vector 4 in window k                               

….  …..  …. 

𝑉𝑘
𝑝
 : Vector p in window k                                                            

 

Observed Sensor signals as Ordered Vectors over a window 

 

Each vector represents an ordered array of sampled variable values, and these ordered sampled 

values of a specific variable 𝑣𝑖 seen over a window k collectively constitute a temporal pattern 

(over time) 

𝑣𝑖
𝑘  = (𝑣𝑖

𝑘1 , 𝑣𝑖
𝑘2, 𝑣𝑖

𝑘3 , … . , 𝑣𝑖
𝑘𝑝

) 

 

The behavior of this temporal pattern over a window would be considered a localized pattern that 

would be of immediate interest to the Patient Server PS. From PS perspective, does this offer 

anything new (an anomaly, perhaps) that ought to be studied further under doctor’s supervision? 

Singular behavior of such patterns individually, so long as they are restricted over a single window, 

comprise strictly Localized Individual Perspectives (LIP) 

Here, our concern or search is over predicates like the following:  

Assume 𝑥(𝑡) ≡ 𝑣𝑖
𝑘 , 𝑦(𝑡) ≡ 𝑣𝑗

𝑘  

The questions that arise are: Does each signal 𝑥 lie within its bandwidth 𝐵𝑥? What if its variance 

𝜎𝑥
2 within the window exceeds our expectation of it? What about the behavior of the product 𝑥𝜎𝑥? 

Is that confined within a band as it is supposed to be? What if |(𝑥 − 𝑥𝑚𝑒𝑎𝑛)|  is more than ℎ𝑥? 

𝑣1 𝑣2 . . . 𝑣𝑖 . 

𝑣1 𝑣2 . . . 𝑣𝑖 . 

𝑣1 𝑣2 . . . 𝑣𝑖 . 

𝑣1 𝑣2 . . . 𝑣𝑖 . 

𝑣1 𝑣2 . . . 𝑣𝑖 . 
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Should this be reported if it occurs only once within the window? Should it be reported if it works 

𝑚 times in succession over a window with 𝑚 > 𝑝 with 𝑝 as some threshold value? These are 

simple LIP issues which must be checked thoroughly for the behavior of localized patterns as 

indicated earlier. All these are LIP(patterns) that must be checked over a window.  

Also, there are joint patterns (or joint variable patterns) on a local canvass, we call them LJP (Local 

Joint Patterns). Suppose over a window, some variables seem to come together as a cluster. Can 

we identify them? Suppose over a window, some variables are related by equations like 

 

𝑓𝑙(𝑥, 𝑦, 𝑧) =  𝐶, constant over some variables. 

 

Should this data be reported? Should we keep it as a patient-invariance (a property, a signature 

feature, a tag) for the patient if we see it repeated over window? What if we see the same functional 

form, but with an emergent value of the constant C, going up or coming down? What if we see the 

similar behavior across other patients in the same geographical area? Could this information trigger 

a policy decision in an appropriate policy space?  

Together, let 𝐿𝑃 = 𝐿𝐼𝑃(𝑝𝑎𝑡𝑡𝑒𝑟𝑛𝑠) ⋃ 𝐿𝐽𝑃(𝑝𝑎𝑡𝑒𝑟𝑛𝑠) = set of all patterns in localized 

perspectives. The localized perspective forms the core of decision space for the online system. 

However, there is more. For instance, suppose given all our past observations over past windows, 

we observe patterns like 

 

 ∃𝑚, 𝑝 𝐶𝑙𝑢𝑠𝑡𝑒𝑟(𝑥𝑚+𝑛𝑝, 𝑦𝑚+𝑛𝑝, … , 𝑤𝑚+𝑛𝑝)  → 𝑎𝑛𝑜𝑚𝑎𝑙𝑦(𝑣) 

 

That is after every 𝑝 units of time (a cyclic pattern here) we observe an anomaly in variable 𝑣 

given that the variables (𝑥, 𝑦, … , 𝑤, … ) tend to form a cluster, we have a deep pattern spaced out 

over several windows in the past. Discovering these deep invariance patterns (or, just simply deep 

patterns) ought to be the task of every online healthcare system as it provides a proactive 

framework for decision space. A typical example would be 

 

Deep pattern p: if ((spring) ⋀ humidity(low) ⋀ (patient=wheezing) ⋀(v=normal)) 

Decision: Ignore (p) if time is outside cycle  

  else, start steroid treatment plan 
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A typical deep pattern may reveal cyclicity over time as shown here below 

 

 

Fig 4.7 - A Cyclic deep pattern alerts an occurrence of event (v) 

 

Given that we are alerted about it, what is the likelihood that v would happen? Such deep 

patterns are difficult to extract, but we assume that the Patient Server has enough computational 

cycle to search for such invariants per individual.  

 

All deep patterns being over several windows in the past, all such patterns constitute global 

patterns GP space. For an individual, the entire set of patterns at any time 𝑡 is  𝐺𝑃 ⋃ 𝐿𝑃.  

      

4.2.5.2. Data Forwarding 

Opportunistic routing can immensely help in situations where the network connectivity is low or 

non-existent and even when there is no fixed end to end connectivity for an application. It is a 

Delay Tolerant Routing(DTN) [48]. These networks are known to have a longer delay and never 

have a fixed path. It juxtaposes the conventional networks which always go for shortest path route 

to the destination without factoring in for the buffer space or bandwidth capacity. In a DTN, the 

routing is performed by the nodes by forwarding the data packet to the neighboring node that is 

closer to the destination. This network knowledge is learnt by the nodes overtime. The nodes have 

limited storage capacity and may not be available when it runs out of power. In our thesis, there 

exists major server nodes which perform computation on a user data and there exists other nodes 

who don’t know the destination but can direct the data packet to the nearest server node who can 

then process the information and route the packet to its destination. These nodes who act as a mere 



 47 

data forwarding agent, we call them mobile nodes (MN). They could be somebody’s home server 

or the Personal Server of a person walking by, mounted on a bus or car. These MN carry data from 

the user to the access point (server node). The range they can forward packets over depends on the 

short-range technology being used like blue tooth, Wi-Fi or RFID to name a few. This architecture 

requires data to travel short distances as it requires less transition power.  

We base our design on MULE (Mobile Ubiquitous LAN Extension) architecture that address for 

efficient data collection in a wireless sensor network.  Our data forwarding structure is divided 

into three layers: 

 

 

 
Fig 4.8 - Data Forwarding in the proposed system 

 

 

1.User PDA (Personal Digital Assistance): It is the lowest layer of the structure. As 

discussed above, the user PDA is the user’s personal sever that he carries with him 

everywhere. The PDAs are responsible for finding the nearest Mobile Node/Server Node 

and forwarding data to them. It does not provide for any data computation. They 

communicate over short distances and have limited resources of memory and battery 

power, the least compared to all three layers. 

 



 48 

2.Mobile Nodes: They form the middle layer of the structure. They are mobile entities with 

a higher storage than the PDA, renewable battery power and have the ability to discover 

and communicate with the PDA and access points. 

 

3.Access Point Server Nodes (APSN): They form the highest layer in the structure and 

have the most storage memory and battery power. In addition, they have the processing 

capability and communicate with the neighboring APSN who can forward the data closer 

to the destination (Doctor’s Office) with every hop. A user’s home server is an APSN 

which has a direct transfer line to his Doctor’s Office. But the user’s home server merely 

serves as a mobile node to external users like a passerby or a home guest. It transmits their 

data packet to the nearest available ‘public’ Access Point who can compute the data, look 

up for the location of their Doctor’s Office and opportunistically route the data after it 

passes through the priority scheduling. A user’s home server caters to the user only as an 

APSN because of security reasons as the medical data is treated highly classified as per the 

HIPAA laws and needs to follow stringent security protocols (discussed in next chapter). 

A public APSN caters to all users and provides a full server-client service and connects the 

users with their respective Doctor’s Office. 

The APSN receives the user’s id and iterates through its database to find the match. It then 

pulls up the user record which contains his bio stats norm (which the physician has set for 

the respective user). It then priority schedules the data just received based on the zones 

(green, yellow, red) and transmits the data to the next APSN with its timestamp and the 

destination. The next receiving node knows it only needs to forward the packet closer to 

the destination and not perform any computation on the data as that has already been done. 

This happens till the data has reached the Doctor’s Office. 

 

4.2.5.3. Concept of Rented servers 

A single instance PATIENT SERVER (like a home-based server) is usually a bad design as it 

embodies a single-point failure that cannot be tolerated. A multi-instance PATIENT SERVER is 

a safer construct, and fault-tolerant, though, admittedly, slower than a functional single instance 

PATIENT SERVER.  
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Fig 4.9 - Patient Home Server Structure 

      

 

 
Fig 4.10 - A single-instance Patient Server 

 

 

On the other hand, a multi-mirrored PATIENT SERVER is a distributed set of synchronized 

servers on top of the same set of body sensors offering more robustness from failure or security 

hacking is another possibility that needs to be entertained.  
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Fig 4.11 - External/Rented Servers 

 

 
Fig 4.12 - Redundant set of Mirrored servers 

 

 

 

This is obviously a costlier approach as this architecture is based on a redundant set of servers to 

provide an online continuous healthcare service for a client who is essentially mobile.  For 

example, a patient may have one sever in her purse, one at her home, a rented one at her workplace, 

another rented one at her grocery store she frequents, etc. Note that in this mode of usage we are 
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open to another possibility. Some servers may even be available on a rental basis avoiding the 

necessity of outright ownership. These servers may be traded on public auction forums just as 

some traded commodities in open market.  

In this arrangement, all mirror servers are always at an identical state and are able to provide full-

service to its client patient it serves. Therefore, to stay synchronized they must communicate 

regularly updating their databases.  Since communication among a distributed set of servers by 

flooding or broadcasting would chew up bandwidth quickly, communication from a specific server 

to other servers in the set and to the Doctor-server should be over a spanning tree such as shown 

below.  

 

 
Fig 4.13 - Communication from PA to Doctor’s office via multiple servers 

 

In this ST (spanning tree) communication structure whichever server node is engaged in serving 

the patient has the responsibility to set up communication with the DS (Doctor Server) directly. 

And this server as the initiator node must compute its ST starting with itself as the root node of the 

tree.  

Any distributed spanning tree (DST) algorithm may be tried to set up a spanning tree on an 

undirected network of nodes. We provide here a variation of Tarry’s ST algorithm based on a wave 

based graph traversal [34].  
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Algorithm Spanning Tree  

 The initiator node (the root server) starts sending a token to each of its neighbor. Upon 

receiving a token, a node i normally colored white turns red, and sends the token to its 

neighbors j, j ∈ Ni (the set of neighbors of i) so long the neighbor j is not red. This 

guarantees a node receiving a token only once during a ST computation process.  

 If a node i cannot send a token to any of its neighbors then it returns the token to its parent 

node it received the token from stamping its unique identity on it. Initially, every node is 

the parent of itself until it receives a token from a node in which case the sender of the 

token becomes its parent.  

 When all the tokens issued by a node i return to i with the ordered stamping of node IDs 

on them, a spanning tree subtree in the reverse direction forms as sting like 

(l1l2l3 … i||m1m2m3 … i||n1n2 …). The node i sends this string to its parent. 

 When the root server, the initiator node, receives all its tokens back the algorithm 

terminates with a computed spanning tree from the root node in the reverse direction.  

 

Program  Distributed Spanning Tree (Tarry) 

define   N:  int (number of neighbors); 

  claim, deficit: int; // claim = 1 if parent isn’t sent token back 

                                                         // deficit =1 for ∃𝑗 ∈ 𝑁𝑖 who has yet to return its token 

  white, red: color of a node; 

initially parent=I, color=white, claim=0, deficit=0; 

if (I = = initiator) { 

 deficit= # of neighbors; 

 while (true) (∀𝑗 ∈ 𝑁𝑖) 

   send(token, 𝑗); 

  while (deficit ≠ 0) { 

   recv(token, 𝑗 ∈ 𝑁𝑖)  → deficit --; } 

  token(string) → 𝑠𝑝𝑎𝑛𝑛𝑖𝑛𝑔 𝑡𝑟𝑒𝑒;} 

 if (i≠ initiator) { 

  while (true) { 
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   [] recv(token, 𝑗 ∈ 𝑁𝑖) ⋀ (color=white) ∧ (claim=0) → 

     { parent=𝑗; claim=1; color=red; 

       while (∃𝑘 ∈ 𝑁𝑖  ∧ 𝑐𝑜𝑙𝑜𝑟𝑘 = 𝑤ℎ𝑖𝑡𝑒) 

      send(token, 𝑘); 

      deficit++;} 

                                       [] if (𝑡𝑜𝑘𝑒𝑛ℎ𝑜𝑙𝑑𝑒𝑟 = 𝑖)  ∧  ¬((𝑘 ∈ 𝑁𝑖) ∧ (𝑐𝑜𝑙𝑜𝑟𝑘 = 𝑤ℎ𝑖𝑡𝑒)) →      

     {𝑠𝑡𝑟𝑖𝑛𝑔 = (𝐼𝐷 = 𝑖)⋃𝑡𝑜𝑘𝑒𝑛(𝑠𝑡𝑟𝑖𝑛𝑔);  

     stamp(token, string); 

              send(token, parent): } 

 

                                       [] recv(token ,𝑗 ∈ 𝑁𝑖  ∧  ¬(𝑗 = 𝑝𝑎𝑟𝑒𝑛𝑡))  → 

     {deficit--; 

     if ((deficit = 0) ∧ (𝑐𝑙𝑎𝑖𝑚 = 1){ 

      claim=0; 

      𝑠𝑡𝑟𝑖𝑛𝑔 = (𝐼𝐷 = 𝑖)⋃𝑡𝑜𝑘𝑒𝑛(𝑠𝑡𝑟𝑖𝑛𝑔); 

      stamp(token, 𝑠𝑡𝑟𝑖𝑛𝑔); 

      send(token, parent);}}            

 

Once the spanning tree is derived for the PATIENT SERVER currently serving its client (the 

patient), and the other servers are not serving, but are in a receive mode, the server has the 

responsibility to communicate its derived patient state with the doctor’s office, and with the other 

servers on the spanning tree.  However, we need to observe one subtle issue facing a patient.  

What if the patient client moves from his cluster of servers to a distant position where none of 

these servers in the cluster could be easily reached? Say, the patient takes a flight to London from 

his residence in New York. She needs a server or a cluster of servers in London when she arrives 

there, assuming, that during her flight, her server-role would be taken up by a trustable server 

within the aircraft (on a temporary rental basis) with a temporary physician serving as a proxy on 

behalf of her actual physician. But, in London, she needs to move away from this assigned 

temporary arrangement to relatively permanent server-doctor architecture as indicated below.   
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Fig 4.14 - Doctor-Server Architecture while roaming 

 

After the patient roams to a new position, her local agent, say, in her purse, would attempt to seek 

her new cluster of patient servers in a new territory. An attempt to contact its Doctor’s server by 

the body PATIENT SERVER would bring in a “Foreign agent” or a ‘Surrogate Server’ into the 

picture. The foreign agent would communicate with the patient Doctor’s Server unit to authenticate 

the PATIENT SERVER it is currently under review, and once that authentication emanates, one 

or more foreign PATIENT SERVER servers would be sought in the foreign market to provide a 

cluster of foreign PATIENT SERVER units. It would be this cluster which would monitor their 

newly assigned client under a local foreign doctor unit. To ensure safety and patient security, a 

new ID would be assigned to the patient from her home doctor-agent (preferably in consultation 

with the patient earlier before roaming), and the foreign PATIENT SERVER server-cluster and 

the local foreign doctor would know the current anonymous patient with that ID only.  

 

4.3 Doctor Server 
  

The Doctor server functions in the physician’s office. A DO is a Doctor Server with one or more 

doctors working as a team (perhaps a future model) that comprises easily one or more instance of 
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specialists like cardiologists, endocrinologists, neurosurgeon, allergists, internal medicine 

specialists, etc. At the first level, a DO service would be provided by one or more non-specialist 

like family physician. If further help is needed, DO service would engage more 

specific specialists to resolve a patient's issue. 

 

The Server receives the data from the patient server on an online system and immediately moves 

it to an offline system in the office. This is done so that the data security is maintained at the utmost 

level and even if a malicious attacker tries to hack the system, he does not gain access of data as it 

has already been moved to the offline system where the attacker has no access. It is classified and 

stored in the doctor’s file system after the doctor has taken necessary steps to reach out to the 

patient with anomaly.  

 

Fig 4.15 - Doctor’s Server 

 

The Doctor after verifying the condition of the patient, sends a response(output) to the system 

validating its decision taking by the Patient Server in detecting anomaly in the pattern. This 

decision is stored in the Patient Server and is used as a base of comparison the next time when the 

user data variables look similar to this one as we have discussed tin the section above. The 

Authentication and authorization between the servers would take place as proposed in the next 

chapter. 
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Chapter 5 

 

5. Security and Privacy  

 
The HIPAA Law 

The Health Insurance Portability and Accountability Act of 1996 (HIPAA), Public Law 104-191, 

was enacted on August 21, 1996. As per the official website of United States Department of Human 

and health Services (HSS), The Standards for Privacy of Individually Identifiable Health 

Information (“Privacy Rule”) establishes, a set of national standards for the protection of certain 

health information. The U.S. Department of Health and Human Services (“HHS”) issued the 

Privacy Rule to implement the requirement of the Health Insurance Portability and Accountability 

Act of 1996 (“HIPAA”). The Privacy Rule standards address the use and disclosure of individuals’ 

health information—called “protected health information” by organizations subject to the Privacy 

Rule — called “covered entities,” as well as standards for individuals’ privacy rights to understand 

and control how their health information is used [55].  

 

A major goal of the Privacy Rule is to assure that individuals’ health information is properly 

protected while allowing the flow of health information needed to provide and promote high 

quality health care and to protect the public’s health and wellbeing. The Rule strikes a balance that 

permits important uses of information, while protecting the privacy of people who seek care and 

healing. Given that the health care marketplace is diverse, the Rule is designed to be flexible and 

comprehensive to cover the variety of uses and disclosures that need to be addressed. 

 
5.1 Security and Encryption Techniques 

 

Critical privacy and security are few struggles encountered by researchers and developers working 

on current computing systems, new era of progressing technology of opportunistic networks or 

opportunistic networks to enable integration of the diverse communication, computation, sensing, 

storage and other devices and resources that surround us more and more. The dependence of 
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mankind on them increasingly as requirements rather than luxuries has increased to a much higher 

extent. As communications and computing systems are becoming more and more extended, the 

related privacy and security challenging. The goal for opportunistic networks is to gear the wealth 

of widespread resources and abilities that are within their boundaries. Different devices and 

systems have problems in communicating or in some instances they cannot communicate at all. 

This problem is prominent despite devices and systems acquiring ground in autonomous behavior, 

self-organization abilities, adaptability to variations in the environments, or even self-healing when 

encountered with component failures or malicious attacks. It might look strange to an individual 

ignorant of interoperability difficulties that such ever more powerful and intelligent entities are not 

making equally great strokes in talking to each other. The opportunistic network goals can be 

achieved by avoiding first of all the communication problems which are often the root causes of 

resource shortages. 

 

The home agent, as our thesis discusses about, even in this type of interaction structure within a 

home environment may be subject to intrusion from an adversary. It acts as an APSN only for the 

user it is catering to. However, it can act as a Mobile Node (MN) to other external user nodes who 

are passing by and need to be routed to the nearest APSN who can process their request or connect 

this external user to his home agent so that communication with the physician’s office can be 

established. But interacting with an external entity poses its own set of security issues. 

 

Suppose, during owner’s absence, an intruder has planted on one of the objects a malicious 

software that, upon interaction with the home agent, would cripple the Home-Agent as well as get 

relevant information about the owner from it if stored there. Even during the presence of the owner, 

one could eavesdrop right at the site while the owner is using the home-agent. We use the term 

‘object’ and ‘external user servers(PDA)’ interchangeably. This situation is shown in the next 

diagram with a dashed edge between the eavesdropper E and the home-agent A.  
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Fig 5.1 - Home Agent and external servers with Malicious Node 

 

In order to protect itself from potential eavesdroppers and intruders, the system should have 

security patch installed on each layer. 

Consider the security layer for the Home Agent 𝐴 in a communication setup with all the external 

user nodes. as shown above. Here, the Home agent 𝐴 wants to communicate with outside agent 

say, 𝐷. Both 𝐴 and 𝐷 must authenticate each other before they proceed with their actual task of 

communication, and this process must not be too complex and slow.  

Let 𝐴 and 𝐷 be their identities, and 𝐾𝐴 and 𝐾𝐷 be their public keys.  

Also, let 𝑅𝐴 be the challenge that 𝐴 sends out to 𝐷 to be sure that it is the object 𝐷 it has reached 

to communicate with (and not some imposter), and similarly, 𝑅𝐷, is the challenge that 𝐷 throws at 

an alleged 𝐴 to make sure it is indeed who it thinks it is. Of course, 𝐷 must know the answer to 

𝑅𝐴, and 𝐴 must know the answer to 𝑅𝐷 for the authentication process to be satisfactorily complete. 

A typical example may proceed along the following way:  

 

Let 𝑅𝐴(𝑖): What is the sum of the tenth and the eleventh prime numbers following the prime 

16057? (The answer is 32238 as the two primes are 16111 and 16127).  The challenge 𝑅𝐴 could 

be framed as a tuple (10,11,160,57) where the last two items are combined to form the correct 

prime number. This is the 𝑖𝑡ℎ challenge chosen by 𝐴 from the set of all possible challenges ℜ𝒜 =

{𝑅𝐴(𝑖): 𝑖 ∈ [1, 𝑖]} 

 

Similarly, 𝑅𝐷 could be designed as a challenge like ℜ𝐷 = {𝑅𝐷(𝑗): 𝑗 ∈ [1, 𝑚]} where 𝑅𝐷(𝑗): What 

is the current safest move of the white knight given the current chessboard configuration? (The 



 59 

answer may be stored as Kn-KB6 (knight to king-bishop6 slot) in both 𝐴 and 𝐷 as the only viable 

response to the challenge posed).  Note that the answers to the challenges need not be factually 

correct, but need to be operationally correct in the sense of being what is stored at the challenger 

as an acceptable answer. The idea of incorporating a challenge in an authentication process is to 

distract a potential hacker or an intruder off to a different plateau. For instance, a typical challenge 

may pose a question like this 

 

 R: What are the three integer roots to the equation 𝑥3 + 48𝑥2 − 151𝑥 + 102 = 0? 

 

In this case, they are 1, 2 and -3, and it may be tempting for one to resort to correct answers if one 

is not careful about the trap the system proposes. Suppose both the challenger and responder agree 

in advance that the roots to this equation are 51, 63 and -19. Here, the deliberately nonsense 

solution setup might work when an intruder or an eavesdropper would tend to go for the correct 

solution set. Here, in this case, both our legitimate parties would be after a precise wrong-set of 

numbers, namely, {51, 63, -19}, and any other set wouldn’t fly.  

 

But a challenge and its original response would not be enough.  The agent A, the initiator of the 

service-request, needs to inform the agent D, its own identity, its challenge to D, all wrapped up 

securely in a data structure that D can decipher upon receiving it. If D is unable to read this, the 

authentication process would fail. What both A and D each need to do is to request from a trusted 

directory Dir the key of the other party to start the mutual authentication process [58].  However, 

since level 1 communication involves only short distance within-home environment, the directory 

which would provide A and D the public key of the other could be the agent A itself without even 

the owner of A of getting involved in it. But, before this is attempted, the owner of A must be 

assured that agent A or any other agent is not being covertly changed by an intruder earlier, perhaps 

during his absence. Every agent had to be protected from outsiders – if their circuitry is deliberately 

changed by an unauthorized party, or its setting has been changed, the agent, upon its first 

opportunity, would emit an unconventional signal like a beacon instead of doing anything else. 

Thus, an agent, is structured as follows: 
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Fig 5.2 - Agent Structure 

 

The owner of the Home-agent A, resets A to its correct state if the agent A appears to be 

compromised or changed somehow. If A is in its correct state, it would, upon pressing a specific 

button would flash a particular value already set by the user. If it is, instead, changed anyhow, it 

would, after coming alive, broadcast some arbitrary random signal to reveal that it has been 

changed by someone who did not follow the correct protocol to set the agent. One way to structure 

the protocol to set any of the agents (not just home-agent, but any other object that the home agent 

communicates with) safely is to initiate the set process as follows (showing below via a Petri Net)  

 

 
Fig 5.3 - Petrinet representation of authentication initiation of an external node 

 

The dark marker ■ within a place provides the setting that the Boolean condition representing the 

place is met. If the marker is the blank □, it implies that it is going to receive a black token when 
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its transition is fired.  Note that here we make the system to change only if its parameters 𝛼, 𝛽 are 

changed to imply that this change by the owner is a legitimate one. Upon resetting the agent or 

changing it to another valid state, we need to change 𝛼, 𝛽 back to its original state.  

 

Before the authentication process is discussed, we are going to show how information (plaintext) 

could be transformed by an appropriate key K to yield a cipher. Suppose, we have an 8-bit 

information string P, and the key is given by transformation matrix K.  For our case, let P be a 

vector in decimal bearing some important information  

 

 P = (62 13 21 6 -8 34) 

 

The sender A wants to transform this vector by a key 𝐾𝐷 which generates a 6X6 matrix shown 

below. Note that this key is also available to 𝐷, and therefore, the matrix 𝐾𝐷 and its inverse 

(obtained via solve( ) in R) are also available to 𝐷. A, upon receiving the key 𝐾𝐷from its directory 

(let us assume 𝐾𝐷 = 45301) generates the following process (shown here in R) 

 

 
 

Note that the object D, too, using the same seed can generate the same matrix m. The agent A now 

prepares the plaintext p as shown below.  
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Even if the eavesdropper E is listening she cannot understand the plaintext hidden here as it is all 

jumbled up. Note that E does not know the seed the both parties are using. Also, E is not directly 

aware of the pseudo random number generator algorithm both parties are using. It is of the form  

seed = mod((seed*𝑃(𝑛) + 𝑆), 𝑃(𝑚)), where both 𝑃(𝑚). 𝑃(𝑛) are large numbers – ideally prime 

numbers - but E cannot and must not have any clue about this algorithm.  Thus, for E, the vector 

q generated and sent by E to D is all garbage. Upon receiving the vector q, the receiver D now 

generates the inverse of the matrix m – no big deal as it has already the matrix m in its storage – 

and goes over the following procedure 
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The plaintext is retrieved precisely as it was supposed to be.  

The authentication process in such a setting evolves in the following way.  

 

 
Fig 5.4 -  Mutual Authentication Process 

 

The sequence of events for the mutual authentication process can be depicted as follows: On the 

messages 1,2,4, and 5 the Directory simply passes on the stored keys to processes A and D on 

demand basis. Message 3 from A to D comprises the ID A, the challenge 𝑅𝐴, and the two 

parameters to compute uniformly distributed random numbers runif using the pseudo-generator 

 

(seed=mod(seed*𝑃(𝑛) + 𝑆), 𝑃(𝑚)) 

 

with indices 𝑛, 𝑚 referring to the communication session of the two processes. If D is awake, D 

sends back the answer 𝑄(𝑅𝐴) to his challenge 𝑅𝐴 from which the seed for the generator of random 

numbers would be derived. A’s response to D’s challenge would be two integers: 𝑛 and 𝑆, where 

𝑛 would be the block size of the transformation matrix, and 𝑆 would be the addition parameter to 

the seed generator.  
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This authentication process even if carried out in the presence of some E would be extremely 

difficult to crack by any outsider. Even if E snoops there is no way she could intrude into the 

process effectively.  

 

For instance, at a layer 𝑝, the home-agent trying to communicate with another agent or a human 

user must authenticate the other it is trying to communicate with, and must be able to authenticate 

itself to the other without spending too much time and in a secure manner. Let 𝒜 be the initiator 

of a communication session (𝒜 for Alice) with ℬ (ℬ for Bob) with ℰ (ℰ for Eve) attempting to 

eavesdrop. We assume that both 𝒜 and ℬ have privately agreed on a secret shared key 𝒦𝒜ℬ 

earlier, and no one except our two current actors is aware of it completely. Both parties, may be 

willing to expose it partially in order to comply with various governments’ requirements 

throughout the world, we assume that the public is aware of the string  𝒮 ⊂ 𝒦 𝒜ℬ ,  but not the 

entire key 𝒦 𝒜ℬ . 

 

Secondly, we assume that a good (strong) encryption scheme, which is usually patented (copy-

righted) and registered by vendors for their exclusive use, may not be attractive to encrypt/decrypt 

a communication process for our generic type agents on a cost basis. Secondly, it is also noted that 

a strong encrypt/decrypt process may slow down communication speed considerably. So, unless it 

is absolutely necessary, we would stay away from encryption schemes.  

 

Thirdly, we assume the key 𝒦𝒜ℬ is partitioned into 𝑘 consecutive substrings 𝒦𝒜ℬ(𝑙), 1 ≤ 𝑙 ≤ 𝑘 

such that +𝑙𝒦𝒜ℬ(𝑙) = 𝒦 𝒜ℬ, where the + operator is an overloaded concatenation operator for 

string arguments over Binary field.  

 

e.g.  The 32-bit string 𝒮 where  

 𝒮:  01101101 10111001 00111100 11011001 could be partitioned into 4 substrings as 

shown.  

𝒮1 : 01101101    𝒮2 : 10111001   𝒮3:  00111100    𝒮4 : 11011001 

and,  +𝑖𝒮𝑖 = 𝒮1 + 𝒮2 + 𝒮3 + 𝒮4 =  𝒮 
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We propose that at a layer 𝑙 the home-agent 𝒽 begins a communication session with a trusted user-

agent 𝓊 using a mutually shared key +𝑝𝒦𝑙
𝒽𝓊(𝑝) = 𝒦𝑙

𝒽𝓊.  

 

Authentication process for the home and the user agent at layer 𝒍  

A possible authentication model for Home-agent ℳ and primary physician’s office 𝒟 prior to their 

interaction over the net.  

 

We are considering the imperatives of the communication model case C or its variations where 

home-agent ℳ and 𝒟 are to start their communication, but they must be authenticated so that each 

of them is assured that the other on the other end of the communication line is authenticated.  

Ideally, we need to protect the system from being hijacked by “man in the middle attack’ (MITM 

attack) as shown below 

 

Fig 5.5 -  New connection by a Phisher 

 

The home-agent ℳ must be assured that the likelihood of the proposition that 𝒟 is not 𝒫 is very 

high, or equivalently, the probability (𝒟 = ¬𝒫|𝑌) , given all the knowledge and history 𝑌 about 

her doctor 𝒟, is sufficiently high and is worth taking the risk to engage in any communication, and 

similarly, the primary physician (or her office) 𝒟 must likewise believe that the probability 𝑝(ℳ =

 ¬𝒫|𝑋) is very high given all the history as X so far the doctor’s office has witnessed. This is 

always a challenge as an absolute fool-proof authentication system cannot be designed. However, 
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we can do better than nothing, and attempt to propose a system of authentication that is worth 

pursuing.  

 

In this case, we are proposing a multi-iteration authentication routine. This scheme could be seen 

as an 𝑛 − 𝑖𝑡𝑒𝑟𝑎𝑡𝑖𝑜𝑛𝑠 AS (authentication system), where the number of iterations 𝑛 carried out by 

both communicating parties to ascertain authentication is an integer minimally 2. This is the way 

we propose the 𝑛 − 𝑖𝑡𝑒𝑟𝑎𝑡𝑖𝑜𝑛𝑠 𝐴𝑆 process.  

 

The basic structure of the iterative process is outlined.  The process begins with the home agent 

ℳwho is interested to communicate with the physician agent 𝒟. The agent ℳ starts the probe to 

reach 𝒟 with a ‘Hello’ and first request to 𝒟 to self-authenticate via some process. The ‘Hello’ or 

a ‘Hi’ part tells 𝒟 who he is via a stenographic object in which his ID is embedded according to a 

rule that both ℳ and 𝒟 mutually agreed upon earlier.  For instance,  

 

 

Fig 5.6 – Multi-Iteration Handshake for authentication between PS and DO 

 

In this example, we are going to show actual use of a photo (with great deal of details) to be used 

as a steganography medium. The original photo is captured as an image im below. 
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Next, we extract the red, blue and green components of the pixel files from im as shown 
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Next, we choose an appropriate sub-section of the matrix mm1 to field our stage text. Let the text 

be string ‘BHAIYA’, which in ascii rendering comes out as  

 

 

 

After embedding note how this segment changes now along the principal diagonal 

 

 

If we attempt to find the changes between mm1(200:210,10:20) and the original part of the 

segment im1(200:210,10:20) we note the changed items are as displayed on the principal diagonal.  
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Note that the effect of this on the original image is practically miniscule. In the following we 

reconstruct the image back with the changed matrix mm1 as shown.  

 

Now compare the two images visually as shown below with the embedded text first on the left 

followed by the original photo next. If both match, we have the right record. 

       

       With embedded text    Original Photo 

 

 

5.2 Seed opportunistic networks, helpers, and expanded opportunistic networks  

 

The nodes of a single network are all assembled together, with the size and locations of the network 

and of its nodes pre-designed. In contrast, the size of an opportunistic network and locations of all 

but the initial collection of its nodes—known as the seed node which cannot be even approximately 

predicted [36]. This is the category of networks where of resources which were acquired by this 

opportunistic growth. Three different devices, not assigned initially as network nodes, are opened 

to join the seed nodes to be opportunistic network helpers. Helpers perform few tasks they have 
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been ordered to perform in. By incorporating helpers in a fold, a seed opportunistic network 

eventually empowers into an extended opportunistic network. For example, the seed opportunistic 

network into the expanded network by having incorporated the helpers like:  

(a)satellite 

(b) smart appliance in your house 

(c) a computer network from a nearby university 

(d) a cellphone infrastructure 

(e) a microwave relay providing access to a microwave network 

(f) a vehicular computer network, connected with wearable computer networks on, and may be 

within, the bodies of the passengers of a car. Hence, the capacity of potential helpers for 

opportunistic networks is very broad - communication, computing and sensor systems; wired and 

wireless, freestanding and embedded. As computing devices continue to become more and more 

widespread, the collection of options will continue to rise drastically around us: in infrastructures, 

buildings, vehicles, appliances, our pockets, etc. More heavily populated areas will have, in 

general, a heavier coverage by potential helpers. Therefore, it will be easier to gear the capacities 

of an opportunistic networking more densely populated areas. This is a wanted natural property, 

since more resources become available in areas with a possibility of more human victims and more 

property damage.  

 

2 Opportunistic networks: Each opportunistic network rises from a seed that is a collection of 

nodes assembled together at the time of the initial opportunistic network deployment. It contains 

a single node. The seed rises into a larger network by expanding invitations to join the 

opportunistic network to foreign devices, node clusters, networks, or other systems which it is able 

to contact. Any new node that becomes a full-fledged opportunistic network member, that is a 

helper, may be allowed to open external nodes.  

 

5.2 Characteristics of opportunistic network -based applications  

 

Use of opportunistic networks is most crucial for applications or application classes defined by the 

following properties:  

• It can begin with a seed 

• It needs high interoperability  
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• It requires highly heterogeneous software and hardware components  

• It can benefit significantly from leveraging diverse resources of helpers  

• It is able to maintain continuous connectivity with helpers once it is founded 

 

 

5.3 Security and Privacy concerns in opportunistic networks and possible solutions 

 

One of the main sources of security and privacy threats in opportunistic networks is the fact that 

even a good helper authentication, exercised before helpers join opportunistic networks, will not 

claim excluding malicious devices from opportunistic networks [36]. The reason being that even 

a perfect helper authentication will not preclude abuses of authorizations by insiders. In general, 

opportunistic networks have to use two lines of defense:  

(a) preventive defense, by not allowing malicious helpers from joining them (e.g., by best 

authentication possible), and  

(b) reactive defense, by finding the malicious devices only after they join them, and their 

disoriented behavior is detected (e.g., by intrusion detection systems). The most important security 

and privacy challenges for opportunistic networks, discussed in turn in the following subsections, 

are:  

 

1. Increasing trust and providing secure routing  

Opportunistic Network (ON) can maintain a list of trustable devices when it contacts one directly 

or based on the reputation an ‘x’ device has when it listens from some other node. For instance, an 

opportunistic network can trust devices own by government offices, hospitals, university, public 

libraries. A ‘black’ list of malicious and non-trustable devices and servers can be made as well and 

each node can make a copy as well. A secure routing can use both of these lists.  

A safe and secure ad hoc routing protocol proposed by Ariadne [35] It is an on-demand protocol 

which functions in the existence of nodes that are compromised. It uses symmetric cryptography 

by routing authenticated messages by schemes like digital signatures, sharing secrets between each 

pair of nodes.  

 

2.Opportunistic Network privacy  

Protecting an ON by a helper or other nodes is of vital importance. Helpers of malicious kinds can 

join the ON with an intent of violating and misusing its privacy. Since it is tough to find the motive 
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of a malicious helper that has been invited to join, the only way to discover a malicious helper is 

by using intrusion detection. 

 

Solutions like automatic trust negotiations, automatic enforcement of privacy policies as defined 

by the Semantic Web Rule language can be used to ensure opportunistic network Privacy. 

 

3. Protecting data privacy  

Multicasting messages from the controller: Many messages which are multi casted are only meant 

for a few nodes in the network and they require data privacy. The dearth of an encrypted/secret 

key the controller and the nodes intended to receive this message makes data privacy difficult. 

Hence it is important to accommodate for an encrypted key for every message that is transitioning 

over the network. Asymmetric Key cryptography using PKI can be used to safeguard the privacy 

of these messages. 

Another threat is that a malicious device can disguise as an ON controller and handover its own 

forged public key. To prevent this from happening, the legit controller needs a protected 

mechanism to broadcast a public key to the ON nodes including the helpers. Messages travelling 

from the opportunistic nodes to the controller require the same secure protocol as well. 

 

4. Ensuring data integrity 

It is an intrinsic part of any secure communication. To guard the data integrity of a message, Digital 

Signatures can be used. The only disadvantage is that they are expensive. Lightweight alternatives 

should be designed  

 

5. Dealing with specific most dangerous attacks  

Some of the deadly attacks on opportunistic networks, their effects and a probable solution are 

described below. 

(i) Packet Dropping: There could be a scenario where a malicious device may drop few or all the 

packets and just forward some packets that contain irrelevant or unsubstantial data between the 

nodes to controller or from controller to the Doctor’s Office and drop the significant packets 

containing the critical data. One way to overcome this is by sending redundant messages through 

numerous neighbors as long as there is no malicious node in at least one of the paths. 
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(ii) MITM attacks: Man-in-the-middle(MITM) is an attack where an attacker manipulates the 

network by relaying communication between two parties and makes them believe they are 

communicating with each other. One use case of this scenario is if there is a malicious device in 

the middle when the patient is communicating with the Doctor’s Office. When the patient’s server 

is attempting to contact the Doctor’s Office, a malicious attacker could capture it and not let 

emergency data reach the destination. One solution is that the patient’s server can send redundant 

messages to the controller via multiple neighbors. This increases the probability that at least one 

message will be sent on a path where there is no attacker. Hence by using the advantage of multiple 

routes, one can mitigate the attack of MITM [35]. 

 

(iii) Denial of Service(DOS) Attack: It is a type of cyber-attack where the attacker manipulates 

the network by making its services unavailable to the users by temporarily interrupting the services 

of a host that is connected by internet. Refutation of services is achieved by overloading the server 

with excessive false request [35] in a bid to prevent the server from carrying out its regular task. 

By this, the attacker will keep the Doctor’s server busy and unavailable for real emergency.  

One solution to dodge DOS attack by placing a maximum limit to the number of requests an 

individual device can make in a given widow of time. This will limit the number of times a device 

can send an emergency signal. Hence it won’t flood the network 

 

(iv) ID Spoofing: ID spoofing is stealing someone’s id in order to fulfill someone’s malevolent 

intent. A camouflaged node can generate multiple requests with several IDs leading to many false 

alarms in the Doctor’s server. Services that require user ID authentication can be misused if the 

Ids are spoofed. A device capable enough to spoof anybody’s ID is an extreme threat to the entire 

network. Solution to ID spoofing is not easy. One can’t assure that a malicious node won’t join 

the opportunistic network but the only way out of this mess is by having alert network nodes who 

keep a tab on their neighbors for any unknown/new nodes for any attempt of spoofing. The SAVE 

protocol can offer the source address validation needed by routers. 

  

6. Authentication of opportunistic network nodes and helpers  
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It is a difficult task to successfully deliver secure keys to all non-malicious devices in an ad hoc 

environment. Hence depending only on cryptography authentication is not enough. One needs to 

be prepared to deal with sophisticated attacks which we discussed in the above point.  

 

7. Intrusion detection 

A malicious device can join an opportunistic only in the initial authentication mechanism fails. 

Distributing information securely in an opportunistic network environment which contains 

malicious nodes is no easy task. Honeypots and honey farms are mechanisms for intrusion 

detection. A honeypot is a bait waiting to be taken by the malicious node. It is designed to trick 

and delay the attackers and gather information about them. They have proven to be very effective 

to trap and isolate malicious nodes. 
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Chapter 6 

6. Conclusion 
 

We began this thesis by analyzing the issues and challenges that face online health care system 

today. We extended our work to counter challenges like complex and diverse data learning of the 

user bio sensor variables and providing security to the user data ensuring that threats are mitigated.  

 

This thesis presents a plausible solution architecture for an online Healthcare system right from 

the body sensors till the data reaches Doctor’s office. It’s a complete healthcare monitoring as we 

acquire readings from both ingestible and wearable sensors with the support of  an emergent 

nanotechnology to function today in a country like United States with stringent health data security 

laws, all the while ensuring the users/patients receive the right and apt treatment based on their bio 

statistics not only for a day but by analyzing it over a period of time. 

 

The Pattern Analysis ensures the Patient Server analyses user’s bio data pattern based on group 

variable readings and not just one variable alone. It efficiently learns about the user and 

communicates the anomalous pattern to the doctor in a simple yet encrypted and secure protocol. 

We ensure the system is fault tolerant and combats single point failures by provisioning for 

multiple mirror servers which can service a user when he is on the move and eliminating a cloud 

based database which is easier to hack. The system is scalable as we make use of mobility of nodes 

and an ad hoc infrastructure than a fixed and wired system. 

 

Thus, this thesis is a normative architecture for a futuristic and practical Healthcare online 

monitoring system. It is not a complete narrative of what a future online healthcare system would 

like, but it points to a design vision that we need to focus on. 
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